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4.1.10 Industry 4.0

10T sensors can be deployed in a manufacturing environment to gather data and monitor various types of pre-defined
metrics. The industrial internet of things allows for better control over manufacturing, preventive maintenance, and
efficient manufacturing processes. The data collected is sensitive for industries, and the loss of this data to hackers
can result in financial losses for these industries. To better protect this data, the data can be stored on Blockchain, and
access can be granted to authorized personnel only. Further, Blockchain can be used for asset tracking in industries as
well.

4.1.11 Smart cities

Recent smart city initiatives involve green energy, smart transport, smart water management, pollution management,
smart homes, smart grids, universal identification, wireless internet systems, and much more, McFarlane (2019). These
initiatives are highly reliant on IoT technology, and deploying IoT devices generates a lot of data. The security,
integrity, transparency, and privacy can be ensured by storing the generated data on a blockchain.

Table 1: Applications of Blockchain and IoT

1 Supply chain and LeewayHertz (n.d), Banerjee (2019), Mondal et al (2019), Fernandez-
logistics Caramés & Fraga-Lamas (2018), Dasaklis & Casino (2019), Kshetri (2018)
. LeewayHertz (n.d), Banerjee (2019), Ferndndez-Caramés & Fraga-Lamas
2 Automotive Industry (2018), Kang et al (2017)
3 Smart Homes LeewayHertz (n.d), Banerjee (2019), Davis (2019)
Sharing economy LeewayHertz (n.d), Huckle et al. (2016), Chapplelow (2020)
Ph ical
5 armaceutica LeewayHertz (n.d), Bocek et al. (2107)
Industry
Agriculture LeewayHertz (n.d), Banerjee (2019), Caro et al (2018)
Water Management LeewayHertz (n.d), Parwekar (2011)
Fernandez-Caramés & Fraga-Lamas (2018), Guo et al (2018), Esposito et al
8 Healthcare (2018), Liang et al (2017), Shae & Tsai (2017), Biswas &
Muthukkumarswamy (2016)
9 Eneray Meterin Fernandez-Caramés & Fraga-Lamas (2018), Zhang & Wen (2015), Gao et al
&Y & (2018), Li et al (2017), Lundquist et al (2017)
10 SR Fernandez-Caramés & Fraga-Lamas (2018), Hasan et al (2020), Banerjee
(2019)
1 Smart Cities Fernandez-Caramés & Fraga-Lamas (2018), Biswas & Muthukkumarswamy
(2016), IOTA (n.d), Li (2018), McFarlane (2019)

4.2 Challenges in Implementation of BloT
This section discussed the challenges in leveraging Blockchain and IoT technologies
4.2.1 Technical Challenges

The most crucial type of challenges faced in implementing Blockchain and IoT technologies are technical, and these
are discussed below:

Throughput — Memon et al. (2018) have pointed out that the average time to create a block in the blockchain network
is about 10 minutes, and thus, a blockchain network can only handle seven transactions per second. Burlakov has also
discussed this issue by drawing out the difference between the number of transactions handled by a distributed ledger
technology like Ethereum and a centralized transaction processing firm like VISA. Ethereum can process 15
transactions/ sec while VISA processes 2000 transactions per second.

Latency — As suggested by Koteska et al. (2017), the latency of a distributed ledger technology depends on the
consensus mechanism used by it. DLT that uses Proof-of-Work requires a lot of computation, and a single block takes
about 10 minutes to be appended to the Blockchain. A single transaction is relayed twice across a network, first when
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it needs to be validated and second when the transaction is appended to the Blockchain, Xie et al. (2019). The latency
of other DLT like Hyperledger is comparatively lower, Hyperledger (n.d)

Storage — The blockchain technology requires each node in the network to maintain a copy of the ledger from the
genesis block to the recent block appended to the Blockchain, Xie et al. (2019). Further application of other DLT in
real-world scenarios will generate data. They have also pointed out the need to study the effective and secure storage
of this data.

Size and Bandwidth — In 2015, the size of bitcoin was 25 G.B. and grew by 14 G.B. since 2014; if throughput gets
increased to 2000 transactions/ sec, the Blockchain will increase 3.9 GB/ day Swan (2015). Running the nodes in a
blockchain network requires resources and the size of the Blockchain promotes centralization.

Scalability —. The high latency and low throughput of Blockchain make it challenging to adopt for applications other

than cryptocurrency. Xie et al. (2019) have presented a detailed study of the scalability issue by dividing it into
throughput, storage, and latency aspects.

Energy Consumption — Burlakov (2019) has pointed out that the consensus mechanism, especially the Proof-of-Work
consensus mechanism, requires a lot of computational power. In 2017, Bitcoin mining consumed the same amount of
energy as the entire nation of Denmark. Deshpande et al. (2017) have highlighted that the distributed nature of
Blockchain and DLT has increased the need for computational power, which can potentially result in high
consumption of energy.

Security — Deshpande et al. (2017) have pointed out the need for safeguarding data integrity through robust encryption
mechanisms as a critical challenge in the wide-scale implementation of DLT/Blockchain technologies. The authors
have also highlighted the concern over data privacy as a significant challenge since data that might be sensitive to
businesses will be entrusted to DLT/Blockchain technologies.

4.2.2 Financial Challenges
Apart from the technical challenges, the financial difficulties in implementing these technologies are:

High Cost — As pointed out earlier, deployment of blockchain technology requires a lot of resources like energy,
storage, bandwidth, and hence could result in the rise of related costs. Swan (2015) has cited that the estimate of total
energy consumption is about $15 million per day. Further, since Blockchain is a reasonably new technology,
deployment, and maintenance of a blockchain network will require skilled labor and increases the initial cost of
deployment.

Business Model — As pointed out by Swan (2015, traditional business models may not be suitable for the deployment
of blockchain technology. Further, incorporating cryptocurrencies and smart contracts in the existing business models
will require a lot of work. Peterson & Baur (2018) have pointed out that negotiating the terms of a smart contract
requires a lot of time as well. Deshpande et al. (2017) have highlighted the potential disruption of existing operations
due to the implementation of DLT/blockchain technologies poses a significant challenge.

Economic Impact — The lack of evidence on business gains and the general economic impact on businesses has been
highlighted as one of the factors that might discourage companies from adopting DLT/blockchain technologies by
Deshpande et al. (2017). The authors have cited that there is a lack of clarity about the improvements the technology
offers over existing solutions. Hence, it isn’t easy to gauge the medium- and long-term economic impact of the
technology.

4.2.3 Functional Challenges
The functional challenges in leveraging Blockchain and IoT technologies are as described below

Governance and Regulation — Burlakov (2019) has cited that there are uncertainty and a lack of regulation of
blockchain technology. Petersson & Baur (2018) have mentioned that in global supply chains, there are multiple
regulatory bodies and authorities of different countries are involved. Hence, it would be difficult to adapt to various
regulations and policies. Further, Blockchain gathers and stores data that may be sensitive for some businesses;
therefore, there is a need for regulating the storage and transmission of this data. Deshpande et al. (2017) have stated
that, given the decentralized nature of distributed ledger technologies, one of the key challenges will be to set out clear
rules for the governance of the ledger, and it is essential to establish responsibilities and terms of use for participants
in both permissioned and permissionless ledgers. The authors have also cited the importance of the development and
adoption of specific regulations in the context of implementing DLT/Blockchain technologies. Another key concern
highlighted by Deshpande et al. (2017) is the legal enforceability of smart contracts, particularly on how to enforce
them using DLT/Blockchain. Cermefio (2016) has presented the position of various governments and authorities on
virtual currencies, cryptocurrencies, and distributed ledger technologies.
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Collaboration — Blockchain and distributed ledger technologies are relatively new but have the potential to be deployed
in various fields. Petersson & Baur (2018) have pointed out the lack of collaborative efforts between the people in the
areas of blockchain and supply chain.

Skilled Labor — Blockchain and Distributed ledger technologies are still in their incipient stages of development.
Moreover, the technology is complex and convergence of many supporting technologies. Hence there is a lack of
professionals and skilled workers with extensive knowledge in the field, Burlakov (2019). Deshpande et al. (2017)
have highlighted the lack of clarity in terminology and immaturity of the technology as one of the limitations that
inhibit its adoption.

Interoperability — With the growth in the number Distributed ledger Technologies, Deshpande et al. (2017) have
highlighted the need for smooth interaction and transfer of data between different types of ledgers to realize the full
benefits of DLT/Blockchain.

5. Conclusion

Blockchain, when combined with the Internet of Things (IoT), offers promising applications in various fields. A lot
of research is being conducted to implement the combination of these technologies, especially in the areas of supply
chain management, manufacturing, healthcare, and automotive industries. This paper discusses the general challenges
that inhibit the implementation of these technologies, but there are challenges pertaining to the field as well. Both
Blockchain and IoT are still in their incipient stages of development, and it may take years for these technologies to
reach their potential fully but the future of these technologies looks promising, and the possibility of a connected world
looks less of a dream.
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