
























 

9 Data gathered from the end-product customer is utilized to provide the immediate 
customer with value-adding services and insights. 

10 Mistakes are treated as learning opportunities and used to optimize processes. 
 

Technology & Data 
1 Data is aggregated from all areas of the company, stored, and analyzed for insightful 

decision-making. 
2 The company maintains a robust, accurate, and exhaustive digital twin. 
3 Legacy machines and processes are replaced or retrofitted to allow for interoperability 

between new machines and processes. 
4 Data is received via a single point of access which is accessible and shareable at any physical 

point. 
5 Technological infrastructure is scalable, economical, and can be adjusted as necessary. 
6 Platforms and interfaces are intuitive, easily accessible, and standardized across the 

company. 
7 Company is capable of aggregating and analyzing large amounts of heterogenous data in real 

time or near real time. 
8 The flow of data is continuous and insights are updated as such. 
9 Technology, such as VR/AR or simulations, are utilized to reduce the prototyping/pilot 

project process. 
10 The company’s products/services utilize or offer digital/smart functionalities. 

 
Security & Governance 

1 Security levels access is upheld between members of the company as required by 
government and organizational regulations. 

2 Standards and protocols are clearly communicated and revisited/adjusted consistently. 
3 Worker safety standards and protocols are accounted for during the planning and 

innovation process. 
4 Data shared by partners and members of the supply chain are as equally protected as 

company-produced data. 
5 Data is stored redundantly to ensure accessibility in the case of loss or corruption. 
6 Sustainable initiatives in accordance with government regulations and recommendations are 

actively pursued and implemented across the company. 
7 Sensors are utilized to ensure and regulate working conditions. 
8 Data ownership standards are set in place and upheld across company operations and the 

value chain. 
9 A comprehensive documented mitigation strategy exists for any unauthorized access to 

data. 
10 Security measures are continuously monitored and updated in a timely manner to prevent a 

data breach. 
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