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Abstract 

Global pandemics significantly disrupt local food supply chains as was evident at the peak of the Corona Virus 
Disease 2019 (COVID-19). COVID-19 lockdowns adversely affected food security among mostly the poor and 
vulnerable. Limited interactions among farmers, inputs providers, food processors, transporters, and retailers 
negatively affected the provision of food. To cab food shortages, implementing the Internet of Things (IoT) based 
household Aquaponics in order to ensure sustainable food production, is a potentially viable solution.    

Ordinarily, poor and vulnerable households are digitally illiterate. Privacy concerns adversely influence the adoption 
of IoT-based automation. Consequently, guaranteeing security by default among the digitally illiterate becomes 
necessary to improve IoT adoption. A potential solution is utilizing an architecture that ensures “Privacy by Design” 
in addressing IoT privacy concerns. We propose an “offline-first” architecture for automated and low-cost 
household Aquaponics units. The privacy-preserving architecture moves machine learning, data storage, and 
computation away from cloud platforms into privacy-preserving, community-hosted fog and edge computing 
platforms. 
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1. Introduction  

The COVID-19 pandemic brought unexpected problems on food systems, creating food insecurity in many 

countries. Due to travel restrictions, COVID-19 imposed shocks on all segments of food supply chains, 

simultaneously affecting farm production, food processing, transport and logistics, and final demand [1]. The state 

of food security and nutrition was already alarming before the outbreak of COVID-19: according to the “State of 

food security and nutrition in the world (SOFI)”, an estimated average of 821 million people were undernourished 

between 2016 and 2018, and the majority of the world’s hungry  live in low-income countries, where 12.9% of the 
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population is undernourished. Poor nutrition causes nearly 45% of the deaths in children under five (approximately 

3.1 million children each year) [2]. These figures  are increasing as a result of the COVID-19 pandemic. The 2020 

Zimbabwe Humanitarian Response Plan (HRP), launched on 2 April 2020, indicates that 7 million people in urban 

and rural areas are in urgent need of humanitarian assistance across Zimbabwe [3].  

To solve  food insecurity challenges during the COVID-19 pandemic we propose a privacy-preserving IoT edge and 

fog  architecture that will make it possible for households to have sustainable food supply. Aquaponics combines 

aquaculture (raising aquatic animals such as fish) with hydroponics (cultivating plants in water), in a mutually 

beneficial environment [4] . The two components interact via the water that cycle between them. As plants and fish 

grow simultaneously, fish waste is converted into nitrates, which plants use as fertilizer while they filter and clean 

the water for the fish [5].  

Aquaponics requires maintaining the right balance among components within the ecosystem in order to guarantee 

optimal growth of both the vegetables and fish. Utilizing low-cost sensors, actuators and electronic equipment, an 

IoT application can manage the collection and use of data within the local ecosystem. Democratization of machine 

learning through paradigms that include TinyML and its support community makes high technology available to 

fields such as Aquaponics that require consistent monitoring of essential environmental parameters. Previously 

marginalized communities also benefit from the democratization of technology.   

 

2.1 Cloud Computing Challenges  

Cloud computing traditionally involves the delivery of on-demand computing services; from applications to storage 

and processing power over the internet, on a pay-as-you-go basis [7]. This architecture conveniently enables 

companies and individuals to not own the computing infrastructure or data centers but instead  rent applications and 

storage from a cloud service provider. Cloud services in the global south are not reliable and mostly expensive. [8]. 

Another challenge of cloud computing is privacy, as individuals do not have total control of privacy settings 

depriving them of the ability to audit or change the processes and policies under which they must work.  Another 

obstacle of cloud computing is the risk of losing data since customers do not have control over their data as the tools 

for monitoring data are not always accessible to the customers[9].  

Aquaponics systems driven by IoT applications need to process data collected from the sensors into intelligible 

information and knowledge for the household owners. Actuators including the fish feeder and equipment such as air 

and water pumps also require remote monitoring. The requirement to send enormous amount of data to cloud 

infrastructure is not a viable option to the targeted low-income households, given the cost of the Internet and cloud 

services. The need for real-time control of equipment and actuators also suffer from high latency characterized by 

slow Internet speeds.  

2.2 Edge and Fog Computing Opportunities 
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At the edge of the network, a vast array of sensors permits a relatively high level of processing to occur and 

decisions to be made locally without the need to transfer data all the time to the cloud. This allows for  real-time 

decision making as the high latency associated with Cloud-based decision making is circumvented [6]. Computation 

at the  edge of the network enables applications to be deployed in a sustainable way. The edge computing  

architecture that enables data from IoT devices to be processed at the device itself or close to  the device [10]. The 

data is processed near the device at a local computer or server and not at traditional cloud data centers. Fog 

computing and edge computing are used interchangeably because both involve an intermediate level of processing 

and storage [9].  As Fog computing and edge computing are deployed on the Local Area Network (LAN), the 

connection to them and their services do not depend on the availability of an active Internet. Fog computing or 

cloudlet acts as a mini data center or local cloud ensuring that data is only sent to cloud when there is an anomaly. 
Cloudlets or fog computing also have the benefit of data sovereignty which ensures that data is subjected to the laws 

and governance structures within the nation it is collected, unlike data stored on cloud. Data managed on cloud 

platforms may be located on servers that are in another country with different laws and policies. The concept of data 

sovereignty is closely linked with data security because the laws and policies in a country might be able to protect 

data of individuals or companies [11]. Fog computing architecture typically has a Local Area Network (LAN) acting 

as a gateway whilst the edge environment complements it by processing data  at smart devices [12]. Figure 1 

differentiates the edge layer, fog layer and cloud layer. 

 

Figure 1: Overview of Edge, Fog, and Cloud Computing 
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“Fog computing and edge computing are the next level on offline-first strategy. As Fog computing and edge computing are deployed on the Local Area Network (LAN), the connection to them and their services do not depend on the availability of an active Internet.”



3. Proposed Architecture  

In utilizing the “security by design” paradigm our  IoT Aquaponics system uses offline-first edge and fog computing 

for most of the data storage and processing. The edge and fog architecture preserves the household owners’ data as it 

can be stored and processed at the household level, thus edge computing. Households within the community can opt 

to pool their data together and have it managed at a local mini-data center as opposed to utilizing the cloud, in 

process ensuring privacy and data sovereignty.  

The IoT Aquaponics systems, shown in Figure 2, were designed at the St Peters Mbare IoT Makerspace, by high 

school students and youths as a proof of concept demonstrating how a poor community can solve their own food 

security problems using secure technology. The project’s source code is available on GitHub[13].  

 

Figure 2: Three IoT Aquaponics units developed at the University of Zimbabwe 

3.1 Edge Processing 

There is need to constantly monitor whether the water pump is running. Failure to detect abnormal water pump 

sound may result in the vegetables not getting water containing the fertilizing fish waste. We utilised a machine 

learning model that compares the normal sound of the water pump to the prevailing sound coming through. If the 

microcontroller detects a difference in sounds, which would be an anomaly, a message is sent to the system alerting 

the owner of the unit, otherwise no action is taken. 

 

Proceedings of the 2nd African International Conference on Industrial Engineering and Operations Management 
Harare, Zimbabwe, December 7-10, 2020

© IEOM Society International 2284

Unknown Author
The end of the previous paragraph is similar to the beginning of this one. If it is a image caption, maybe just a small change like:“Figure 1: Overview on edge, fog, and cloud computing: At the edge layer we find microcontrollers and sensors gathering data; the fog layer is where we find Raspberry Pi cluster, local network. Finally, the cloud layer where we find pay on-demand cloud services such as AWS, Amazon.”If it is to be a paragraph, I would suggest::“Figure 1 differentiates the edge layer, fog layer, and cloud layer. At the edge layer we find microcontrollers and sensors; the fog layer is where we find Raspberry Pi cluster, local network, and then the cloud layer where we find pay on-demand cloud services such as AWS, Amazon.”



 

 

 

 

 

 

 

 

 

 

Figure 3: TinyML Machine Learning Model on a Microcontroller Edge Device 

Figure 3 illustrates how the machine learning model was developed. Using the microphone, within a smartphone, the 

normal sound of the water pump is recorded. The recorded sound is then uploaded onto the Edge Impulse platform. 

Utilizing the Keras Neural Network library Edge Impulse then generated the machine learning model. The 

developed machine learning model was then downloaded and deployed on an Arduino microcontroller.  

The offline-first approach ensures that sound data is only sent to the fog or cloud when sound anomaly is detected. 

Consequently data is securely retained within the edge network, in the process saving on bandwidth as well. Data 

will be sent from the fog layer to the cloud in the event of an anomaly detected in the audio sound recorded thus 

minimizing the use of cloud. 

3.2 Fog Computing 

 

 

 

Figure 4: Fog Computing Implemented at Community Level as a Cluster of Raspberry Pis 
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The Aurdino microcontrollers, which provide edge computing services, have water leak, electroconductivity, pH and 

temperature sensors attached to it. Fog computing is implemented as a cluster of Raspberry Pi single board 

computers operating as a mini-data centre. A LoRa  network glues together the household Aquaponics units creating 

the fog layer within the community. The data cluster was developed using the k3s, a lightweight Kubernetes 

distribution which manages the NodeRed and MongoDB docker containers. 

Conclusion 

The present project demonstrates the feasibility and the strong security in an IoT architecture that prioritizes 

processing within the edge and fog networks. Security guarantees within IoT applications will enhance adoption of 

the technology. It also demonstrates the possibility of implementing IoT-driven Aquaponics within households, 

making communities food self-sufficient. Machine learning model implemented at a local level improves efficiency 

and frees user from relying on internet connectivity for all processes. Although researches in edge and fog 

computing focused on aquaculture is still new, the results show that the adoption of mature, robust platforms for 

edge-enabled services, rather than customized implementations, will help address this area to grow. Expensive 

internet access in Zimbabwe and Africa is still a problem, and the use of edge and fog computing will help to 

overcome the problems related to inadequate internet. It also can ensure digital sovereignty and play a key role to 

meet the global challenge posed by food insecurity. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Proceedings of the 2nd African International Conference on Industrial Engineering and Operations Management 
Harare, Zimbabwe, December 7-10, 2020

© IEOM Society International 2286



 

 

References 

  
[1] F. S. Chains, “Food Supply Chains and COVID-19 : Impacts and Policy Lessons,” no. June, pp. 1–11, 2020. 

[2] Organização das Nações Unidas (ONU), “Impact of COVID-19 on food security and nutrition (FSN),” 
2020. [Online]. Available: http://www.ceigram.upm.es/wp-content/uploads/2020/03/HLPE.-Impact-of-
COVID-19-on-FSN-2020-03-24.pdf. 

[3] S. Report, “$800.8m $180.5m,” pp. 1–23, 2020. 

[4] B. Fronte, G. Galliano, and C. Bibbiani, “From freshwater to marine aquaponic : new opportunities for 
marine fish species production,” no. June, 2016. 

[5] H. J. A. Sanchez, “Aquaponics and its potential aquaculture wastewater treatment and human urine 
treatment Henrique Junior Aiveca Sánchez Licenciado em Ciências de Engenharia do Ambiente Aquaponics 
and its potential aquaculture wastewater treatment and human urine treatment,” no. March, 2015. 

[6] C. Jiang, Y. Qiu, H. Gao, T. Fan, K. Li, and J. Wan, “An Edge Computing Platform for Intelligent 
Operational Monitoring in Internet Data Centers,” IEEE Access, vol. 7, pp. 133375–133387, 2019, doi: 
10.1109/ACCESS.2019.2939614. 

[7] H. Singh, “Cloud Computing: An Internet Based Computing,” Int. J. Comput. Technol., vol. 2, no. 3, pp. 
116–121, 2012, doi: 10.24297/ijct.v2i3b.2701. 

[8] M. Mohlameane and N. Ruxwana, “The Awareness of Cloud Computing: A Case Study of South African 
SMEs,” Int. J. Trade, Econ. Financ., vol. 5, no. 1, pp. 6–11, 2014, doi: 10.7763/ijtef.2014.v5.332. 

[9] S. Parikli, D. Dave, R. Patel, and N. Doshi, “Security and privacy issues in cloud, fog and edge computing,” 
Procedia Comput. Sci., vol. 160, pp. 734–739, 2019, doi: 10.1016/j.procs.2019.11.018. 

[10] O. Salman, I. Elhajj, A. Kayssi, and A. Chehab, “Edge computing enabling the Internet of Things,” IEEE 
World Forum Internet Things, WF-IoT 2015 - Proc., no. June 2016, pp. 603–608, 2015, doi: 10.1109/WF-
IoT.2015.7389122. 

[11] Z. Peterson, M. Gondree, and R. Beverly, “A Position Paper on Data Sovereignty: The Importance of 
Geolocating Data in the Cloud,” 3rd USENIX Work. Hot Top. Cloud Comput., no. May, 2011, [Online]. 
Available: http://www.usenix.org/event/hotcloud11/tech/final_files/Peterson.pdf. 

[12] C. Fung, K. Kadiyala, F. Jalali, and U. T. Dallas, “All One Needs to Know about Fog Computing and 
Related Edge Computing Paradigms : A Complete Survey All One Needs to Know about Fog Computing 
and Related Edge Computing Paradigms,” no. August, 2018. 

 
[13] https://bit.ly/2SYue8n 
 

BIOGRAPHY 
 
Patience Mpofu is a lecturer in the Department of Computer Engineering at the University of 
Zimbabwe. She is also an instructor at founder of St Peters Mbare IoT Makerspace, a community 

Proceedings of the 2nd African International Conference on Industrial Engineering and Operations Management 
Harare, Zimbabwe, December 7-10, 2020

© IEOM Society International 2287

http://www.ceigram.upm.es/wp-content/uploads/2020/03/HLPE.-Impact-of-COVID-19-on-FSN-2020-03-24.pdf
http://www.ceigram.upm.es/wp-content/uploads/2020/03/HLPE.-Impact-of-COVID-19-on-FSN-2020-03-24.pdf
http://www.usenix.org/event/hotcloud11/tech/final_files/Peterson.pdf
https://bit.ly/2SYue8n


project empowering youths from disadvantaged communities to explore open technology in 
solving their local problems.    
 
Solomon H. Kembo is a lecturer in the Department of Computer Engineering at the University 
of Zimbabwe. He is also founder of St Peters Mbare IoT Makerspace, a community project 
empowering youths from disadvantaged communities to explore open technology in solving their 
local problems.  His current research work focuses on decentralized architectures and 
technologies targeted at digitally excluded and unconnected communities including edge and fog 
computing, decentralized machine learning and Blockchain. He is also involved with IoT 
interoperability efforts as a member of Internet Research Task Force’s Work on IoT 
Semantic/Hypermedia Interoperability (WISHI).   
 
Saulo Jacques has a PhD in ecosystem ecology with experimental research testing the impact of 
climate changes on the microbial community and the nutrient cycle. Former member of Aquatic 
Ecology Lab of Federal University of Rio de Janeiro and from the Bromeliad Working Group of 
the University of British Columbia currently is the research officer of Hacking Ecology, a group 
of developers and researchers building open source and decentralized tools for environmental 
research and community science.  
 
Nevile Chitiyo graduated from the University of Zimbabwe with an electrical engineering 
degree. He has previously worked in electronics and developed several automation solutions 
suitable for the Zimbabwean environment at the Scientific and Industrial Research and 
Development Centre (SIRDC). He is currently working in Clamore’s Research and Development 
division. Clamore specializes in sustainable energy solutions. 
 

Proceedings of the 2nd African International Conference on Industrial Engineering and Operations Management 
Harare, Zimbabwe, December 7-10, 2020

© IEOM Society International 2288

Unknown Author
I miss here an explanation (even quite short) about the connectivity. You mention mobile and laptop. Are the units sending info through WiFi or is it a radio technology (LoRa, etc?
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The previous deleted sentence is already here. Just removed the repetition and I think here it makes more sense since it gives the reader an overview of the setup. 
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Additionally, each one of the three units ate the University of Zimbabwe has its microcontroller. The normal sound of the pump recorded by smartphone is used by the edge impulse platform, the machine learning on edge devices. The edge impulse platform then will run the machine learning model an audio classifier that will identify whether the sound of the pump is fine or not. If the sound differs from the normal functioning, data will be sent to the fog network and then to the cloud to notify the owner of the system.
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