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ABSTRACT ARTICLE INFO
Researchers are recognizing that the robustness evaluation of Water Distribution Received
Networks (WDNSs) is of great importance for reducing the impact of disruptive events. May 1, 2018
Yet, very few methods to measure the robustness of WDNs have been developed. Received in revised
These methods mainly focus on either the topological features or the hydraulic form
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characteristics of WDNSs. The work described herein proposes a hew robustness index
to measure the heterogeneity of WDNs drawing on informational entropy theory. The
paper attempts to shift away from an exclusive topological viewpoint or a pure
hydraulic approach, towards a combined topological and hydraulic analysis. The main
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emphasis is on the influence of an individual node on the overall network KEYWORDS
performance. The use of the proposed index is illustrated with a real-world WDN of Degree distribution;
an Australian town. The results highlight the significance of integrating the Demand fraction;
topological and hydraulic metrics for a reliable assessment of robustness in WDNS. Informational entropy;

Robustness; Water
distribution networks.

1. Introduction

Water Distribution Networks (WDNs) are among the most significant critical infrastructures with a high degree of
complexity. Disruption and dysfunction of WDNSs would have debilitating effects on different aspects of human life
such as safety, economic, security, public health and social well-being (Gunawan et al., 2017). In this respect, it is
imperative to have proper measures to evaluate the robustness of WDNs in order to reduce the impact of disruptive
events.

There is no unique interpretation of the robustness of complex networks. Extant literature has presented multiple and
rather contradicting definitions of robustness. Carlson and Doyle (2002) define the robustness as the ability of a system
to fulfill its desired characteristics despite fluctuations in its components behavior. In the work of Li et al. (2008),
robustness is found as the ability of the system to avoid malfunction when a fraction of its components are failed.
Cuadra et al. (2015) regard the robustness in complex networks as the opposite of vulnerability, which accounts for
the reliability of the system. Ferrario et al. (2016) define the robustness as the capability of the network to provide the
required level of supply of good when the system is exposed to partial failures. Robustness is also defined as the ability
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of a network to cope with faults during operations (Agathokleous et al., 2017). Although a broad definition of
robustness exists, this work addresses the question of system robustness based on lyer et al. (2013) by analyzing how
the network structure and function change as a node is removed.

In recent years, a great deal of research has been conducted on evaluating the robustness of complex networks. Wang
et al. (2014) quantified the influence of adding and removing links on the robustness of the complex infrastructural
networks by using a graph-based metric. Schieber et al. (2015) proposed a metric for network robustness based on an
information theory quantifier by measuring dissimilarities between topologies after each time step of the sequence.
Lin et al. (2010) viewed the variability of the degree distribution of the nodes as a key determinant of the network
structure. Many researchers have utilized the entropy of degree distribution in order to measure the heterogeneity and
therefore robustness of complex networks (Jiang et al. 2014). The entropy of degree distribution as a measure of the
network’s heterogeneity was computed in the work of Sole and Valverde (2004). Wang et al. (2006) and Wu et al.
(2007) investigated the relationship between the entropy of the degree distribution in scale-free networks and the
robustness of these networks.

Although researchers have explored innovative methods to quantify the robustness of complex networks, a few
methods to measure the robustness of WDNSs has been developed hitherto. These methods can be broadly classified
into two distinct categories: topological, and hydraulic. In the topological methods, the network robustness is assessed
by using a graph invariant from graph theory. Yazdani and Jeffrey (2012a, 2012b) are among a few researchers that
quantified the robustness of WDNs by using graph invariants such as meshedness coefficient, spectral gap, and
algebraic connectivity metrics. Most existing literature has studied the robustness of WDNSs along with the network
reliability by taking a hydraulic viewpoint. For example, Greco et al. (2012) developed an entropy-based demand-
driven approach for measuring the robustness of WDNs. Jung et al. (2014) proposed a robustness index by measuring
the variation of the system hydraulic performances. Agudelo-Vera et al. (2014) examined the robustness of drinking
WDNSs based on two main hydraulic parameters: minimal pressure and water quality presented as water age.

The research just cited is embedded in embracing either the topological features or the functional attributes of WDNs
and therefore have particular strengths and weaknesses. On the one hand, pure topological measurements of the
robustness WDNSs are useful to describe the network structure, but they fail to properly characterize the network
properties (YYazdani and Jeffrey, 2011). On the other hand, relying solely on the hydraulic properties of WDNSs hinders
a modeler to evaluate the robustness inherent within the layout of the network.

The overarching aim of this research is to shift away from a pure topological perspective or an exclusive hydraulic
viewpoint towards a combined topological and hydraulic analysis in order to present a more accurate measure of the
WDNs robustness. We advocate the idea that an extensive evaluation of the network robustness depends not only on
the topological measurements but also on the functional attributes of the network (YYazdani et al., 2011). It is in this
spirit that this work proposes a combined topological and hydraulic metric for measuring the robustness of WDNs
based on the principle that a network with uniformly distributed values of the required demand along with an
equiprobable distribution of the nodal degree sequence, exhibits a lower drop in performance in the case of partial
failure of nodes. To this end, the paper develops a methodology, using informational entropy theory, for evaluating
the robustness of WDNSs. The research focuses on a joint entropy model by coupling two entropy metrics: degree
distribution entropy-based metric denoting the topological attributes of the nodes and demand fraction entropy-based
metric representing the hydraulic attributes of the nodes in the network.

The proposed robustness analysis method differs from the conventional methods along three key dimensions. First, in
contrast to the conventional methods in which the robustness of a WDN is mainly assessed based on the network
reliability, this research addresses the robustness of a network by removing a node and subsequently measuring its
influence on the overall performance of the network. This is precisely consistent with the preceding definition of the
robustness. Second, by situating our research in the informational entropy context, we demonstrate how evaluating
the statistical diversity of the hydraulic and topological attributes of WDNs can be interpreted as a measure of the
network robustness. Third, this research gives a vivid account of the network robustness by taking into account the
joint consideration of the nodal demands, as a hydraulic attribute, along with the nodal degree distribution, as a
structural property.

In what follows, Section 2 reviews the degree distribution and demand fraction entropy-based metrics, followed by
developing a joint entropy-based index to measure the robustness of WDNSs. In Section 3, the proposed robustness
index is applied to a real-world case study. Section 4 is devoted to a discussion of the results obtained from the
proposed method. The paper is concluded in Section 5 and areas for further research are discussed in the end.
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2. Provenance of Entropy-Based Robustness Index

To begin to assess the robustness of WDNs, first, the notion of informational entropy is briefly described, which can be
leveraged to evaluate the robustness of the network.

The classic definition of informational entropy attributed to Shannon (1948) measures choice and uncertainty. Shannon
entropy of a set of probabilities P = {p;: i = 1,2, ..., n}, can be formulated as follow:
n

H=- Z pilog, p; 1)
i=1

where H is entropy of distribution, n is the number of possible outcomes and b is an arbitrary logarithm base by which
the unit of entropy is defined. For b=2, b=g, and b=10, the units are defined as bits, Napier, and decibels, respectively.

The informational entropy has been found to have useful applications in a wide range of areas, including evaluating the
reliability and redundancy of WDNSs (e.g. Awumah et al., 1991, Tanyimboh, 2017, Zarghami et al., 2018a), hydrology
(e.g. Li et al., 2012), transportation networks (e.g. Wu et al., 2013), and medical science (e.g. Sato et al., 2013). In this
section, the principle of informational entropy is adopted as the measure of statistical diversity of degree and demand
distribution in WDNSs. The remainder of this section demonstrates how the diversity of variables, obtained as results of
informational entropy, can be interpreted in terms of the network robustness.

3. Entropy of Degree Distribution

We now adopt a graph theory quantity known as the degree of a node. The degree of a node is the number of links that
connect the node to other nodes. The degree distribution, g, is the probability that a randomly chosen node has k links.
Valuable information on intrinsic network structure can be inferred from the node degree distribution (Pozrikidis, 2016).
As discussed earlier, the entropy of degree distribution has been widely used as a measurement of robustness for
complex systems. Here this notion is recalled so as to provide helpful clarification.

Let k; be the degree value of node i and let {g,, g4, ..., ga} define the degree sequence distribution of the network,
where g, is the fraction of nodes with degree k. The entropy of degree distribution of a network, that is, H,, is a measure
of heterogeneity in the network, which can be formulated as:

A
Hy==) gilog:(g0) @
k=1

where 4 represents the maximum degree of nodes in the network. The higher value of H; denotes more diversity in link
distribution. Intuitively, diversity in degree distribution increases the robustness of the network, thus the higher the
entropy of the degree distribution, the more robust of the network is. H, attains its maximum value (log, 4) when g, =

%for any node degree k, and its minimum value O when the node degrees are either 0 or 1.

Despite a broad use of the degree distribution entropy-based metric in assessing the robustness of networks, H; only
captures very generic topological information of the complex networks and therefore is poorly informative. A reliable
robustness assessment of WDNs requires further specification of topological and hydraulic features of the network.
Moreover, in WDNs the maximum nodal degree is generally very low because such networks are located on a two-
dimensional space, which are constrained, by a number of impediments, therefore the results obtained from the stand-
alone use of the entropy-based degree distribution metrics might be unreliable (Giustolisi et al., 2016).

4. Entropy of Demand Fraction

With the aim of addressing the aforementioned shortcoming of the degree distribution entropy-based metric, the
robustness evaluation of WDNs is now extended by proposing a new hydraulic measurement, called demand fraction
entropy-based robustness metric, (Hy,).

Let a network consists of N nodes and let the required flow (demand) at node i be denoted by g;. For node i, the
parameter p; in Eq. (1) is defined as:

-4
Di 0, 3)
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where p; is demand fraction at node i, and Q; is the total required flow of the network and given by:

Q= i%‘ 4)

The parameter p; can be interpreted as a probability value for g;. It represents the contribution of node i to the total
flow of the network. To develop the demand fraction entropy-based robustness metric, Eq. (1) can be restated as follows:

N
Hy= = ) (@)log, (2 ©)

£0Q0 7
Since YN, p;=1, the variables of the set P = {p;:i = 1,2, ..., n}are conditionally reliant on each other. That is, if the
demand fraction at a particular node increases, the summation of all other variables tends to decrease and vice versa.
From the informational entropy perspective, thus, H, can be constructed as a measure of the network robustness that
indicates the degree of severity of the single failure of nodes. The intuitive interpretation of H, is that a critical node
with the highest value of demand fractions contributes more to the drop in overall network performance in response to
random failures. In fact, removal of a node with a high demand fraction leaves a larger number of households without
water supply in comparison to the failure of nodes with lower demand fractions. Thus, it is more advantageous from
the robustness point of view, if all nodes are of equal value of demand fraction.

5. Joint Entropy of Degree Distribution and Demand Fraction

To achieve a reliable assessment of the robustness, the authors argue that the focus should shift away from an exclusive
topological viewpoint or a pure hydraulic approach, towards a combined topological and hydraulic analysis. To this
end, the paper proposes a new index drawing on the joint entropy of degree distribution and demand fraction in order
to measure the robustness of WDNSs.

The joint entropy, H (X4, X,), of a pair of random variables with a set of joint probability of
{pij:i=12,..,N;j=12,.., M}, is defined as:

N M
HOGX) = = > pyy loga(pyy) < HOG) +H(X,) ©)

i=1 j=1

Demand fraction and degree distribution are stochastically independent variables, hence their joint entropy can be
obtained from the following equation (Singh, 2013):

H(d,q) = Hy + H, )
For a network with N nodes and the maximum degree of A, H(d, q) is maximum when g; = % and q; = % , hence:
Hmax(d; CI) = —(log, 4 + log, N) (8)

The robustness index, RS;, is defined as the fractional differences between H,,,,(d, q) and H(d, q), which can be
expressed by the following equation:

H(d, q)
RS} = ——— 9
! Hmax (d’ q) ( )
Our robustness index combines both the degree distribution and the demand fraction and can be obtained by substituting
Eq. (2), Eq. (5) and Eq. (8) into Eq. (9) as:
Xi=1911082(9:) + it () log2
t t

log, A +log, N

RS, = (10)

The robustness index proposed here is the ratio of the network robustness to the maximum possible robustness, which
describes the distance to the degree of severity of failures in the network, due to the failure of each individual node. RS,
falls within the range of [0,1] and satisfies the following properties:

1) RS, isadimensionless value, which implies the relative entropy.
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2) When RS; is closer to 1 the robustness is higher, and otherwise is smaller.
3) RS, attains its maximum value (RS; = 1) when {g; = %: k=12, .., A}and {p; ==:i=1,2,...,N}.

6. A Summary of the Research Design

This research maps a WDN into a graph of nodes and edges. The edges of the graph represent the pipes of a WDN and
nodes represent the demand nodes through which water is supplied to the consumers. Each node in the graph is
associated with its degree as well as its required flow. The contribution of a node i to the robustness of the network is
first estimated by calculating the degree of the node (k) along with the relative importance of the node to the total
required water for the network (p;). The diversity in degree distribution as a proxy to estimate the topological diversity
of the network is then measured by calculating the entropy of the probability distribution of the fraction of nodes with
various degrees (g;) by using Eg. (2). In a similar vein, the entropy of the set of demand fraction values is calculated
by using Eq. (5). We then proceed with evaluating the joint consideration of the topological and hydraulic robustness
of the network. The robustness of the network as a whole is obtained from the joint entropy of a combination of the
entropy degree distribution and demand fraction by using Eq. (7). Finally, the robustness index (RS;) is constructed
based on the fractional differences between the joint entropy and the maximum achievable entropy using Eqg. (10). The
elaborated structure of the proposed method is demonstrated on a real-world case study in the following section.

=

r,”

Figure 1. Bordertown water distribution network

7. Application

In order to compute the value of the robustness index, discussed in section 2, it is now time to turn to a real-world WDN
of Bordertown, an Australian town supplying 2800 inhabitants in South Australia near the Victorian border (Fig. 1).
The data for this research has been obtained from the official website of SA Water, containing the layout of the network,
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pipes diameter, and the number of households connected to each pipe (http://sawater.maps.arcgis.com). The example
network is mapped into a graph with 216 nodes, representing demand nodes, and 256 edges, representing pipes varying
from 80 mm to 375 mm.

Results from the application of the proposed method to data from the case study are now presented. We start with
computing the entropy of degree distribution (H,) and then proceed with obtaining the demand fraction entropy (H,).

The robustness index (RS, ) is finally developed using the values of H,, H,, and the maximal entropy.

The parameters used for computing H, are listed in Table. 1.

Table 1. The parameters used for obtaining H,

Ny
k ny I =7 log(gx) gilog(gi)
1 74 0.3426 -1.5454 -0.5295
2 25 0.1157 -3.1110 -0.3601
3 84 0.3889 -1.3626 -0.5299
4 33 0.1528 -2.7105 -.04141

By substituting the results from Table 1 into Eq. (2), H; = 1.8335 bits.

A similar procedure can be used for calculation of H,. Due to a large number of nodes, Table 2 shows a part of the
parameters used for calculating H, representatively.

Table 2. Some of the parameters used for obtaining H,,

qi qi qi qi

N d P = - 10 —_ _10 —
ode Pi= 0, 8 9. %)

1 0.00154 -9.3469 -0.01435

2 0.00154 -9.3469 -0.01435

3 0.00307 -8.3469 -0.02564

4 0.00324 -8.2689 -0.02681

105 0.00234 -8.7392 -0.02045
106 0.00586 -7.4153 -0.04344
215 0.00341 -8.1949 -0.02797
216 0.00171 -9.1949 -0.01569

By using Eq. (5), H; = 7.5604 bits.

Given A = 4 and N = 216, now is possible to calculate the robustness index of the example network, using Eq. (10),
that is, RS; = 0.9630.

RS; can be interpreted as a measure of distance from the maximum possible entropy of the network. The high value of
RS; in the example network implies low heterogeneity and subsequently high level of serviceability in the case of
random failure of a node.

For completeness, the results of this analysis are summarized in Table 3.
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Table 3. The number of nodes, maximum nodal degree, the entropy of degree distribution, the entropy of demand
fraction, robustness index

N i Hd Hq Hmax(d; Q) RSI

216 4 1.8335 7.5604 9.7546 0.9630

8. Discussion

We now compare a few key characteristics of nodal degree distribution and demand fraction concepts. Visualizations
underlying the value of RS, are also presented here.
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Figure 2. (a) Degree of each node; (b) Nodal degree distribution of the example network

Figure 2(a) shows the degree of nodes in the example network. A low diversity of the node degrees is observed such
that the maximum degree is four. Consequently, only four points can be considered for obtaining the degree distribution
entropy. Fig. 2(b) depicts the density against the nodal degree. The nodes have a maximum of 4 links and a minimum
of one link. Degree 3 and 1 nodes are the most occurring degrees in the network, whereas degree 2 and 4 are the less
frequent degrees. As expected for a real-world WDN, a low heterogeneity of the nodal degree values was observed.
This result is consistent with the two well-known facts. First, for WDNSs, the nodal degree distribution spans over a very
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limited range (in this case from, 1 to 4). Second, the maximum nodal degree for WDNSs is generally very low (Giustolisi
et al., 2016) and therefore yields insufficient information for measuring the robustness of a WDN.

By contrast, as reported in Figure 3(a), the demand fractions span a wider range of values, ranging from 0.00068 to
0.01501. As discussed in the preceding section, incorporating more variables into the probabilistic model entails a more
reliable estimation of the robustness. Moreover, as shown in Figure 3(b), it is observed that the density values are more

frequent around the corresponding value of the uniformed demand distribution, that is% = 0.0046, which implies
homogeneity of the network from the demand distribution perspective.
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Figure 3. (a) Demand fraction of each node; (b) Demand fraction distribution of the case study

Figure 3(a) plots the scatterplot of p;, illustrating the level of heterogeneity in the network. As Giustolisi et al., (2008)
put forward, the fraction of unsupplied demand is a good indicator of the overall network performance. Thus, the
demand fraction can be interpreted as a measure for the loss of the network performance when a node is failed. As
shown in Figure 3(a), the loss of performance oscillates between 0.07% and 1.5%. In terms of the demand fraction
values, the nodes can be broadly grouped as follows. The nodes with p;>0.01, whose failures lead to more than 1% loss
of the network performance and the nodes with p; < 0.01, whose failures result in less than 1% loss in the network
performance. The single failure of 209 out of 216 nodes in the network (the latter group), results in loss of overall
performance at values of less than 1%, thereby confirming low heterogeneity of the studied network. More precisely,
the removal of nodes 26, 49, 79, 81, 83, 85, and 129 with relatively large values of p; will have more consequences on
the network performance. In the other words, failure of these seven nodes accounts for 8.87% loss of the network
performance.
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As above discussion attests, the high value of RS; = 0.963 is not entirely surprising and, indeed this value supports the
fact that the Bordertown WDN is a spatially organized network with low heterogeneity, where most of the nodes have
comparable influence form the degree and the demand perspectives. In fact, RS, measures the degree of operability of
the network due to the failure of each individual nodes. The larger RS, the lesser the consequences of the nodal failure
on the network performance.

9. Conclusion

The method described herein represents a new step toward measuring the robustness of WDNSs. The authors advocate
the idea that the behavior of a network can be characterized by assessing the influence of each individual node in the
network (Singh et al., 2015). Different authors have developed either topological perspectives or hydraulic methods to
evaluate the robustness of WDNSs. The present research emphasizes that persistent focus on topological properties or
exclusive emphasize on hydraulic attributes of WDNSs fails to realistically measure the robustness. To remedy this
weakness, rooted in entropy theory, a new robustness index is proposed, which combines the topological and hydraulic
attributes of the network. The proposed index not only explores the structural heterogeneity of the network by using an
entropy-based degree distribution metric, but also incorporates the demand fraction entropy that accounts for the
hydraulic attribute of WDNs. This integrated approach yields more useful insights to evaluate the robustness of WDNs
in comparison with the conventional approaches.

The paper posits the informational entropy theory as a tool to measure the robustness of WDNSs. The work also measures
and analyses the robustness of a network from the character of its heterogeneity (Wang et al., 2006). On this premise,
the joint entropy of degree distribution and demand fraction is employed to measure the network’s heterogeneity, which
in turn can be interpreted as the measure of robustness. The entropy-based analysis reveals that a uniform demand
distributed network with diversity in its degree distribution is less heterogeneous and thus exhibits more robust behavior
against the random failure of its nodes.

The use of the proposed index was illustrated with a real-world case study. The paper compared the effectiveness of the
demand fraction entropy-based metric with the degree distribution entropy-based metric. The numerical results
confirmed that the nodal degrees in WDNs span over a small range of values, consequently the degree distribution
entropy-based metric is not informative enough and therefore the stand-alone use of this metric hinders a reliable
assessment of the robustness in WDNs (Giustolis et al., 2017).

Two practical implications can be drawn from the robustness analysis method proposed in this research. First, the model
developed in this work helps the water utilities to design an effective risk mitigation plan by eliciting the knowledge
about how the network continues to perform after failures of its individual nodes. Second, the model can be used as a
complement to the conventional reliability based maintenance models by means of measuring the degree of
consequences of the nodal failures in WDNSs.

The current study is not exempt from limitations. Water demand is a non-stationary attribute that changes over time.
The proposed robustness index provides a snapshot of the network at a particular point in time. Therefore, as suggested
by Zarghami et al., (2018b), there is a need for a complementary approach (e.g., system dynamics) to design a model
that can be updated as the nodal water demands change over time. Furthermore, though the degree distribution and
demand fraction are good indicators of the topological and the hydraulic (respectively) performance of WDNs, these
metrics do not entirely characterize the structural and hydraulic behaviors of the network. Further research can build
upon our current study by incorporating more topological (e.g. centrality measures) as well as hydraulic (e.g. pressure
head at nodes) metrics into our method. We believe that the robustness evaluation of WDNSs requires incorporating
more factors than is presented in this paper and hope the current study further encourages researchers to develop more
innovative methods.
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