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Abstract

This paper presents a fast and compact FPGA bagglémentation of the Data Encryption Standard (D&%)
Triple Data Encryption Standard (TDES) algorithmdely used in cryptography for securing the Intérimaffic.
The main objective of this paper is to provide thader with a deep insight of the theory and desiga digital
cryptographic circuit, which was implemented in ardéx 5 series (XCVLX5110T) target device with tee of
VHDL as the hardware description language. In otdeconfirm the expected behavior of these algorjtithe
proposed design was extensively simulated, syrtbdsior different FPGA devices both in Spartan &fidex
series from Xilinx viz. Spartan 3, Spartan 3AN, teék 5, Virtex E device families. The novelty andhtribution of
this work is in three folds: (i) Extensive simutatiand synthesis of the proposed design targetedhfious FPGA
devices, (ii) Complete hardware implementationrafrgption and decryption algorithms onto Virtexesies device
(XCVLX5110T) based FPGA boards and, (iiiy Genenatiaf ICON and VIO core for the design and on chip
verification and analyzing using Chipscope Pro. &kperimental as well as implementation resultsmamad to the
implementations reported so far are quite encongagi
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1. Introduction

Beyond any doubt, the need for secure storageaosfier of information is an inextricable part ofrran history.
Nowadays, the rapid evolution of communication eyst offers, to a very large percentage of populatigcess to
a huge amount of information and a variety of me@angse in order to exchange personal data. Theseévery
single transmitted bit of information needs to Ibegessed into an unrecognizable form in order tedmeired. This
enciphering of the data is necessary to take plageal time and for this procedure cryptographythis main
mechanism to secure digital information. Due to ltbavy increase in the volume of information dataariety of
encryption algorithms have been developed [1-7].0Agithe different cryptographic algorithms, the tspular
example in the field of symmetric ciphers is thadBncryption Standard (DES) algorithm, which waseloped
by IBM in the mid-seventies.

The DES algorithm is popular and in wide use todagause it is still reasonably secure and fasb{2, 9-11].
There is no feasible way to break DES, however lmedES is only a 64-bit (eight characters) blogher, an
exhaustive search of 255 steps on average, caeviethe key used in the encryption. A much momiseversion
of DES called Triple-DES (TDES), which is essemiglquivalent to using DES three times on plainigith three
different keys. Naturally, it is three times slowlean the original form of DES but it is way moezare.

This paper examines the full procedure of impleimgnta DES and Triple DES algorithm using a highelev
hardware description language, VHDL, combined wfita usage of FPGA technology. The complete desiga w
synthesized for various FPGA devices of Spartan\értéx series, viz Spartan 3, Spartan 3AN, VirEexVirtex 5
etc. The design is implemented and verified on deXi5 FPGA development board from Xilinx using idev
XCVLX5110T. Next, ICON and VIO type of core was éésped and the total implementation of DES and TDES
was verified on chip using Chipscope Pro. The odsthe paper is organized as follows: Section Isalibes
previous works and implementation of Cryptographgodthm i.e. DES and Triple DES, also give a brief
introduction to the Data Encryption Standard anghl&rData Encryption Standard algorithm respecyiv8lection

[l will give experimental framework and resultedion IV will give the conclusions.
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2. Background

2.1 Previous Work

A lot of research & development are going on oveESD& Triple DES. DES and Triple-DES are already
implemented in Spartan —Il devices [6]. The desigd implementation of DES and TDES processors efasrted

in [7, 12]. DES is also developed using the Har@leBthers are reported in [3, 13, 14].

2.2 Data Encryption Standard

Complete function of DES algorithm can be describgdfly as follows [1, 11]. DES is a block ciphdroperates
on blocks of 64-bits in size. A 64-bit input blook plaintext will be encrypted into a 64-bit outgalbck of cipher
text. It is a symmetric algorithm, which means siaene algorithm and key are used for encryptiondewtyption.
The security of DES rests in the 56-bit key. TheD&gorithm functions as follows [1-7, 11, 20]. Thlaintext

block is taken in and put through an initial peratitn. The key is also taken in at the same tintee Key is
presented in a 64-bit block with every 8th bit lgea parity check. The 56-bit key is then extradteadly for use.
The 64-bit plaintext block is split into two 32+ Bialves, named the right half and left half. Thwe halves of the
plaintext are then combined with data from the keyan operation called Function F. There are léhdsuof
Function f, after which the two halves are recoretirinto one 64-bit block, which is then put throuaHinal

permutation to complete the operation of the atpaoriand a 64-bit cipher text block is outputtede Tdetailed
procedure is omitted due to paucity of space amegeesented with a flowchart in Figure 1.

C. Data Encryption Standard Decryption
The decryption method is similar and omitted duthtopaucity of the space.

D. Triple Data Encryption Standard

A concise representation of Triple Data Encrypt#dgorithm is described.

TDES is a block cipher operating on 64-bit datackto There are several forms, each of which use®H#S cipher
three times. TDES can however work with one, twdhoee 56-bit keys. This means that the plaintexin effect,
encrypted three times [2][5-7][9-11]. A number obdes of TDES have been proposed:

* DES-EEE3: Three DES encryptions with three déferkeys.

* DES-EDE3: Three DES operations in the sequenceyptidecrypt-encrypt with three different keys.

» DES-EEE2 and DES-EDE2: Same as the previous tsrexaept that the first and third operations lrsesame
key.

Let E(l) and Dx(I) represent the DES encryption and decryptioh uding DES key K respectively. Each TDEA
encryption/decryption operation is a compound og@maof DES encryption and decryption operationsie T
following operations are used:

1. TDEA encryption operation: the transformatiorad4-bit block | into a 64-bit block O that is oefd as follows:
O = Kz (Dxz2 (Exa (1))

2. TDEA decryption operation: the transformatiorad4-bit block | into a 64-bit block O that is thefd as follows:

O = Dx1(Ex2(Dks(1)))-
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3. Experimental Framewor k and Results

A. Synthesis and I mplementation

The complete design was synthesized and implemenmitbdthe use of VHDL using ISE Foundation. Simidat

was done by ISE simulator and Modelsim XE simula@ore generation and on-chip verification was dbge
Chipscope Pro. Figure 2 represents the course wiaat followed for the digital implementation. The IRT
architecture of DES and TDES is shown in Figurei@® 4 respectively.

—— data_in(0:63) data_out(0:63) —
— key_in(0:63)
—clk

core_busy ——

— function_select

— lddata

—reset des_out_rdy —

Figure 3: RTL Schematic of DES

———  data_in(0:63) data_out(0:63) ——
— key1_in(0:63)
—— key2_ in(0:63)
—— key3_in(0:63)
—— clk

— function_select
—{ Iddata

—— Idkey

—— reset out_ready ——

Figure 4: RTL Schematic of TDES

Figures 5 and 6 illustrate the implemented comptméerside the chip. Additionally, the interconneas of the
components are shown.
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Figure 5: Technology Schemati

c of DES

Figure 6: Technology Schematic of TDES

FPGA implementation of DES algorithm and TDES aithpon were accomplished on a Virtex5 device

XCVLX5110T using Xilinx ISE Foundation 10.1i. Table and Table 2 show the performance figures for DES
hardware implementations. Table 3 and Table 4 sbkgmthesis results of Triple DES implementationse Th

comparison between achieved results of DES forexel series and the existing implementations fortéxeE

series [7] in Table 5.

Table 1: DES Synthesis result for Spartan serigxeds

Spartan 3 (Target device Spartan 3AN (Target device
xc3s400,Package fg320,Speed -5) xc3s700AN,Package fgg484,Speed -5)
Logic Utilization Used Utilization Used Utilization
Number of Slices 442 out of 28800 5% 461 out of6uUl2 4%
Number of Slice Flip Flops 281 out of 28800 1% DB of 22528 1%
Number of 4 input LUTs 789 out of 15681 5% 827 oluR2528 3%
Number of bonded IOBs 190 out of 391 48% 190 olB0H 37%
Number of GCLKs 1 out of 8 12% 1 out of 24 4%

Table 2: DES Synthesis result for Vertex seriesasy

Vertex 5 (Target device Vertex 5 (Target device XC5VIX110T,
XC5VLX50,Package ff1676,Speed -1)) Package f1136,Speed -1)

Logic Utilization Used Utilization Used Utilization
Number of Slice Registers 266 Out of 28800 0% 266 Out of 69120 0%
Number of Slice LUTs | 527 Out of 28800 1% 527 Out of 69120 0%

Number of fully used LUT} 112 Out of 681 16% 112 Out of 681 16%

FF pairs
Number of bonded IOBs 190 Out of 440 43% 190 OB44¥ 29%
Number of 1 Out of 32 3% 1 Out of 32 3%
BUFG/BUFGCTRLs

Table 3: Triple-DES Synthesis result for SpartaimeseDevices

Spartan 3 (Target device Spartan 3AN (Target device
xc3s1000,Package fg676,Speed -5) xc3s1400AN,Package fgg676,Speed -5)
Logic Utilization Used Utilization Used Utilization
Number of Slices 1585 out of 7680 20% 1622 outlsfed 14%
Number of Slice 1254 out of 15360 8% 1230 out of 22528 5%
Flip Flops
Number of 4 input 2494 out of 15360 16% 2593 out of 22528 11%
LUTs
Number of bonded 302 out of 391 7% 302 out of 502 37%
IOBs
Number of GCLKs 1 out of 8 12% 1 out of 24 4%
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Table 4: Triple-DES Synthesis result for VertexiegDevices

Vertex 5 (Target device Vertex 5 (Target device XC5VIX110T,
XC5VLX50,Package ff1676,Speed -1 Package f1136,Speed -1)
Logic Utilization Used Utilization Used Utilization
Number of Slice 1206 out of 28800 4% 1,206 Out of 69120 1%
Registers
Number of Slice LUTs 1690 out of 28800 5% 1,692r oF69120 2%
Number of fully used 447 out of 2449 18% 632 Out of 2,266 27%
LUT-FF pairs
Number of bonded I0Bs 302 out of 440 68% 302 Owg4tf 47%
Number of 1 out of 32 3% 1 Out of 32 3%
BUFG/BUFGCTRLs
Table 5: Triple-DES Synthesis result for Vertexdtiess Devices
Triple-DES Implementation Triple-DES Existing Implementation
Result Result
Vertex E (Target device Vertex E (Target device XCV1600E,Package
XCV1600E,Package bg560,Speed -8 bg560,Speed -8)
Logic Utilization Used Utilization Used Utilization
Number of Slices 1481 out of 15552 9% 12635 ouit48139 90%
Number of Slice 1256 out of 31104 4% 20505 out of 31104 65%
Flip Flops
Number of 4input 2396 out of 31104 7% 15518 out of 31104 49%
LUTs
Number of bonded 302 out of 404 74% 243 out of 408 59%
IOBs
Number of GCLKY 1loutof 4 25% 1 out of 4 25%

It is clear from the comparison result the proposeglementation is very much compact and efficiantall
respects. The synthesis is carried out with thees¥lirtex E series device resulting in very lessstonption of
hardware components.

B. Core Generation, Analysis and On-chip Verification using Chipscope Pro

Xilinx Core Generator Tool provides core genematicapability for the Integrated Controller core QR),
Integrated Logic Analyzer core (ILA), Virtual Ing@utput core (VIO), Integrated Bit Error Ratio ct8ERT),
Agilent Trace Core 2 (ATC2). ChipScope Pro toolegnate key logic analyzer hardware components thieh
target design inside the supported devices. TheNI@Ore provides a communication path between theGT
Boundary Scan port of the target FPGA whereas tl@ &bre is a customizable core that can both moratal
drive internal FPGA signals in real time. In thisstgn, after generating programming file three priynsteps are:
1.Generate ICON & VIO cores using ChipScope Proetaor, 2. Analyze & Implement the Design in ISE, 3
Drive & observe design inputs & outputs using Cluigige Pro Analyzer.

4. Conclusion

The proposed implementation of DES and TDES provViidh-speed performance with very compact hardware
implementation. It is a flexible solution for anyyptographic system and security layers of wirelpsstocol.
Measurement results and comparisons between tip@ged and previous hardware implementations aseptred
that shows quite encouraging results.
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Figure 7: RTL Schematic of the VIO core of Tripl&B using ChipScope Pro
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