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Abstract

Artificial Intelligence, Data Mining, E-Learning methods, Semantic Web technologies, all have as a
purpose the satisfaction of user’s needs. Nowadays, the user profile is considered as one of the most
important constraint to take into account to perform the accuracy of the results returned by applications
and computer systems (personalization and recommendation systems). A user profile is a knowledge
related to a specific user, it may be extracted from several sources having different format and, most of
time, geographically distributed, this is why, this knowledge need to be collected, predicted, managed,
filtered and represented in such away to be exploited. In this paper, we present a survey about the most
important works done in this area, by dividing the profiling process into three major steps: modeling,
constructing and management user profiles. We’ll present the different techniques and methods used in:
web, ubiquitous and cloud environment and we’ll discuss some of the challenges and the future trends in
the user profiling field.

Keywords: User Profiling, Semantic Web, Cloud Computing, Big Data.

1. Introduction

« Scientia potentia est » is a Latin aphorism claimed to mean «Knowledge is power », commonly attributed to
Francis Bacon. Knowledge is the common relevant keyword we find in all computer systems. But “What is
Knowledge?”, “What is the difference between Knowledge and Information?” and “How can we get this
Knowledge?”. We know that data consists of facts, numbers (temperatures), texts, images and sound. When data is
combined with interpretation and meaning, information emerges. Knowledge can be as simple as knowing who is
the president of the United States, or it can be as complex as mathematical formula relating process variables to
finish product dimensions. To distinguish between information and knowledge is not always straightforward (Jusoh
et al, 2009). (McCallum, 2005) defined knowledge as “a fluid mixed of framed experience, values, contextual
information, but until people use it, it isn’t knowledge”. While (Alfawareh et al, 2008) use knowledge definition
taken from (Redfearn, 2006), considering the primary elements of knowledge are concepts and relationships
between concepts.
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The improvement of the accuracy of applications and computer systems results and the satisfaction of the user’s
needs in term of knowledge. has always been a very complicated task, and one of the biggest challenges for
researchers, cause it (knowledge) needs to be extracted, collected, filtered, validated, managed, predicted and need
to be normalized in order to be represented in such away to be exploited, and, of course, need to be secured. Given
the different formats of data, the lack of interoperability, the difficulty to ensure semantic interoperability and
having data geographically distributed in addition to the emergence of new IT paradigms such as Big Data and
Cloud computing, all these constraints make knowledge so complicated to be acquired.

A user profile is a knowledge related to a specific user (context, interests, preferences, etc), a decisive constraint
taken into consideration and exploited by researchers to better guide the applications results, which allow the
satisfaction of user expectations, and, in some cases, suggesting relevant recommendations.

User Profiling is a very interesting area, being at the intersection of Artificial Intelligence, Data mining and Learning
methods, it has turned the heads of many researchers, and even many science-fiction producers and screenwriters,
giving birth to several Hollywood movies such as: Eagle Eye', Enemy of the State’, RoboCop®, Person of
Interest, etc. Nowadays, user profiling is a fact and so vital in many areas in which it is essential to obtain
knowledge about users of software applications (Schiaffino et al, 2009), such: e-recruitment, e-commerce, criminal
domain, adaptive an recommendation systems, information retrieval, education, security, e-learning, (Soniya et al,
2013; kaczmarek et al, 2010; Alguliev et al, 2014; Jeong et Choi, 2012; Satler et al, 2010), as noticed in (Kanoje et
al, 2014): personalization systems (Bedekar et al, 2008), (Doan et al, 2002), adaptive website, adaptive web stores
and customer, e-tourism base website (Ouanaim et al, 2010), e-recruitment (Bradley et al, 2000), decision systems
(Aquino and Filgueiras, 20) and many others.

Users interact with lots of new applications every day, running on different platforms in different
environments, requiring different information, having different goals and providing different services. In recent
years, much effort has been put into the discovery and representation of the user’s basic features (Salter et al, 2010).
Web, Ubiquitous and even on Cloud computing, many systems have been proposed to collect, organize and manage
users information by analyzing their different interactions with several applications and web services, exploiting
different modeling technologies and knowledge management methods.

Many works have done on the user profiling, but the lack of surveys that we noticed during our previous work in
this area (Iggui et al, 2016) led us to present, in this paper, a complete and comprehensive one about the most
important works, approaches and mechanisms developed for user profiling. To do this, we divided the profiling
process into three major steps: modeling, constructing and management user profiles, we discuss the different
techniques and methods used according to each step. In the second section, we present the new IT paradigms: Cloud
and Big Data, and we propose an architecture for managing user profiles on the Cloud computing. A such survey is
a very powerful tool since by knowing the characteristics of the existing approaches, it will be possible and easier to
propose new and better mechanisms to enrich and perform the user profiling area.

The reminder of this paper is organized as follows: Section 2 present the related works divided into three
subsections: modeling, constructing and management user profiles in the different environments (Web, Ubiquitous,
Cloud), while a discussion of the different methods will be presented in Section 3. Section 4 will present the most
important notions about Cloud computing and Big Data. Then, we illustrate the different modules of our architecture
for user profiles management. Finely, we conclude the paper by Section 5.

2. Related Works

Table.1 shows the classification we adopt to present an overview of the main works done in the user profiling area.
In this section we divide the profiling process into three major steps: modeling user profile, building user profile and
management user profile, as follows:
Table 1. Name of the table
Management User Modeling User Profile
Profiles Building User Profile

! Eagle Eye is 2008 American science fictional technology action thriller film directed by D. J. Caruso, produced by
Steven Spielberg.

2 Enemy of the State is a 1998 American spy-thriller directed by Tony Scott and produced by Jerry Bruckheimer.

’ Robocop is an American science fiction directed by Paul Verhoeven.

* Person of Interest is 2011-2016 American science fiction crime drama, directed by Jonathan Nolan.
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2.1 Modeling User Profiles

In recent years, much effort and several works have been done on the representation of the user’s basic features,

many models have been proposed for modeling user information in order to answer his Needs, Requirements and
Desires (NRD) (Salem and Rauterberg, 2004) on a preferred system (Liu et al, 2009). The user profile is used to
eliminate the ambiguity, guiding the system’s actions and to improve the quality of user’s interactions (Kay, 2001).
We can divide user information into two categories : static and dynamic information (Iggui et al, 2016) which varies
from one application domain to another, from simple personal demographic information to complex information as
background knowledge, interests, preferences, goals, behaviors, user’s individual characteristics and user context,
etc (Schiaffino et al, 2009) (Liu et al, 2009). This content depends on the application field, which is strongly linked
to mechanisms and tools used for modeling.
We distinguish from literature several techniques for user modeling enabling the resolution of many challenges in
different environments (web, ubiquitous, cloud), such as heterogeneity, semantic interoperability, supporting
scalability and expressiveness, Etc. We illustrate in what follows the most used by recent researchers: (Kuflik et al,
2012) (Schmohl and Baumgarten, 2008) (Strang et al, 2004) (Vanathi et al, 2011):

= Keywords-based models: known by Bag-of-keywords and vector’s representation, the most simple and
common model, considered as a basic and representation, the user is represented by a set of terms or concepts,
possibly weighted (Kuflik et al, 2012) (Malone et al, 1987). Generally, the keywords are extracted from
consulted document and text sources and weighted using TF/IDF (Manning et al, 2008). The concepts
represent user’s interests and the weights represent the degree of interest. Values can also be binary (0 or 1), to
indicate behaviors such as purchase or not, clicked or not or they can be integers (Hafez and Xu, 2013). In
(Alguliev et al, 2014), the authors worked on detecting a masquerader in the cloud environment. In order to
discover an illegal attack, a behavior profile is created for each user as a vector taking into account the user’s
features and his interests, the normal behavior of a user is modeled as a cloud model, then the other models are
compared and the deviations from this behavior are evaluated, if a deviation value is above the threshold, the
user trying to get access to the system is evaluated as an illegal user. In (Tayari et al, 2009) authors proposed a
multi-dimensional model based on an algebraic representation of user emotions in a Victor space, where
emotions were represented by vectors.
This kind of classic representations is most of time used in Information Retrieval (IR), specially known to be
chosen for the modeling of both static and dynamic user information from explicit and implicit sources. (Liu et al,
2009).

» Markup scheme models: They consist of hierarchical data structures based on markup tags including attributes
and comments. Usually implemented as derivatives of SGML” such as XMLE. In some cases, markup scheme
models are used to describe context as extensions of Composite Capabilities / Preferences Profile (CC/PP)” and
User Agent Profile (UAProf)® to cover the high dynamics of contextual information (Schmohl & Baumgarten,
2008). Ensuring the interoperability and being portable, several works of modeling user profile are based on
structured languages, as (Abel et al, 2011) based on the RDF’ graph which connect Twitter posts with articles,
the authors represented the user as a combination of two profiles: Topic-based profile which include user’s
interests (sports, politics, etc) and Entities-based profile representing user’s interests as persons, organizations
or events. (EARL, 2006) based on XML for Modeling user emotions. (Jeong and Choi, 2012) where the
authors proposed an XML-based model, considering user information, services and device information, for
user authentication on Cloud computing.

Ontology-based approaches: An ontology is a specification of a conceptualization (Gruber, 2008) and thus
provides a mean for the organization and management of knowledge in such a way that is shareable and
reusable among the applications of different domains. Once the knowledge is organized in the form of
ontology, inference capability further provides the facility to extract implicit relations from user interests.
Ontology is a powerful tool to represent and share knowledge about user, group of users or even a domain
(Han and Chang, 2002) (King et al, 2007). For this, researchers, in many works, use different basic reference

> Standard Generalized Markup Language (iso 8879:1986). http:/www.iso.org, June 2017.

¢ eXtensible Markup Languages.

" Composite Capabilities/ Preferences Profile (CC/PP). http:/www.w3.org/Mobile/CCPP/, June 2017.
¥ User Agent Profile. http://www.wapforum.org, June 2017.

’ RDF : Ressource Description Framework.
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ontologies as FOAF ontology, Wordnet Dictionary, ODP (Daoud and Tamine, 2008), Open Directory and even
Wikipedia to categorize concepts, which facilitates a vast number of different applications to semantically
interact with the same knowledge base (Wasim et al, 2011). The user’s interests and background knowledge
are represented by concepts or topics as in (Michelson et al, 2010) using Wikipedia to disambiguate the entities
convoyed by user’s tweets and to map them to the categories that define the topic profile, and (Umamaheswari
and Patil, 2012) where the knowledge (interests) is extracted from stored documents, browsed web pages and
composed/received emails. Indicated as the most expressive model (Strang et al, 2004) (Couto et al, 2005),
ontologies are used in many fields such as Web Intelligence, Recommendation Systems and, of course,
Information Retrieval.
Graph-based Models: Graphical models consist to represent entities and their relationships graphically, many
modeling languages have been developed to this issue such as Unified Modeling Language UML'® and Object-
Role Modeling ORM'' which represent the user and his context by identifying facts and enriching those by
types and roles (Schmohl & Baumgarten, 2008). Within the scoop of APMD'? project (Personalization Access
to Mass of Data) (Bouzeghoub and Kostadinov, 2005) (Kostadinov, 2005) discussed and proposed a user
profile modeling approache for knowledge management and for adapting the execution of queries in order to
have better personalization results. The authors express the user preferences as a combination of user
information (interests, personal data, security data) and context information in a generic and extensible mutli-
dimensional meta-model providing a support for a profiles management platform, enabling the import/export
of user profiles, profiles specialization/instantiation, the matching and the evolution of user profiles. To deal
with the ambiguity generated from different user context sources, (Sklab et al, 2013) inspired by (Baldauf et al,
2007) (Chaari, 2007) (Dey et al, 1999), proposed a generic user context model, instantiable in different
domains in pervasive environments (e-business, medical field) using graphic formalism, logic ontologies for a
semantic description and XML for storage. We find also (Kankainen and Parkinnen, 2001) who proposed a
graphical representation of User Profile (GUP) for telecommunication services, using the same idea of
(Jonassen et al, 1993), where the authors take account user’s background, user’s context, his life sector and
images.
Machine Learning based models: The user model is developed based on training data, invisible for users. This
approach is not used much as it requires extensive data for modeling user interests. Also, the dynamic nature of
user interests requires a continuous learning process which is commonly not the case in machine learning
methods of user interest learning (Michelson et al, 2010).
Logic-based-models: represent highly formal modeling approaches, based on logics which define conditions on
which concluding expressions on facts may be derived from sets of other expressions or facts. Those
conditions are described by rules in a formal system, so that the facts, expressions and the rules put together
define the context (Schmohl and Baumgarten, 2008).
» Object-oriented-models: Consist of encapsulating contextual information into objects. (Schmohl and
Baumgarten, 2008).

2.2. Building User Profiles

User profiling has become present among the majority of information systems, the motivation of building user
profiles is that users differ in their preferences, interests, background and goals when using software applications.
Discovering these differences is vital to providing users with personalized services (Schiaffino et al, 2009). The
construction of a user profile depends on the information sources and the application field. (Kanoje et al, 2014)
presented a survey about trends and user profiling techniques, the authors identified three types of user profiling
approach according to the implication of the user in the profiling process. a) Explicit approaches: based on the
information delivered by the user, usually through Web registration forms, questionnaires, or specially designed
psychometric instruments. But revealing their information to every information system became boring. A vast
majority of users are reluctant to provide explicit information about their preferences and interest areas (Salter el al,
2010). So researchers presented b) Implicit approaches: based on user’s behaviors and taking into account the
dynamicity constraint, many methodologies, techniques and learning methods have been proposed in literature to
predict information about the user and his needs, as explained by (Poo et al, 2003). ¢) Hybrid approaches: this type
combined the advantages of both previous approaches.

19 Unified Modeling Language, http://www.uml.org, June 2017.
' Object Role Modeling, http://www.orn.net, June 2017.
"2 ACI Masses de Données : Projet MD-33 Acces Personnalise 2 des Masses de Données. http://apmd.prism.uvsq.fr/
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This part of our survey will be more focused on implicit approaches where the user profile is constructed
by an unsupervised profiling system. Inspired by (Iggui et al, 2016), (Kanoje et al, 2014) and (Jie et al, 2010) we can
divide the user profiling process into four steps:

1) Collecting data: the extraction of user information from different sources as extracting data from web Jie
Tang (Jie et al, 2010), from social media (Li et al, 2014), the analysis of user behaviors, we take the example
of (Hijikata, 2004) whom traced the user’s mouse operation to extract text parts which the user might be
interested on from text of web pages. Some of the main operations are: text tracing, link pointing, text
selection, scrolling, saving, printing, window movement, and window resizing. Many works used TF/IDF
measures, ontologies or dictionary to identify relevant information such key-words, named entities, etc.

2) Processing data: after the extraction of relevant information, some collected data may be duplicated or
incomplete, so some techniques are proposed to integrate user profiles and solve the disambiguation problem
as Hidden Markov Random Field (Jie et al, 2010), machine learning, ontologies and NLP techniques (Natural
Language Processing) (Iggui et al, 2016).

3) Some works (Poo et al, 2003), (Stuart et al, 2003) classified users into groups according to their interests to
better guide the personalization process. This step is more considered as a management task, it will be
discussed in management user profiles section.

4) Updating profiles: this step come to deal with the evolution characteristic of the user profile. In order to
maintain a fresh data and qualitative user profiles (Shmueli-Scheuer et al, 2010). This step aims to update the
user information (Iggui et al, 2016).

The construction of user profiles is at the intersection of many different fields using different methods, from the
simplest to the most complex one, according to the type of data and information sources: Text information, videos,
images and behaviors, etc.

The main part of user information is extracted from textual format where the user is expressing himself or
showing his interest on. We found the work of (Shmueli-Scheuer et al, 2010), the authors proposed a scalable
framework where user profiles are represented by the textual content using vectors of Bag of Words. The authors
used on Kullback- Leibler (KL) divergence (Kullback et Leibler, 1951) on users blog content and implemented their
approach on top of Apache Hadoop MapReduce, interesting results were obtained but lot of information is lost using
keywords and the approach didn’t take account the semantic constraint.

To take into account this later, many works exploited the power of ontologies such as (Salter et al, 2010) within
AGORA project, authors used a set of statistical measures combined with the algorithm presented by (Widyantoro
and Yen, 2001), enabling the representation of user preferences with a set of ontology concepts. (Lau et al, 2009)
build a fuzzy domain ontology from text’s concepts (blogs, emails and so on). (Han and Chen, 2009) proposed a
fuzzy clustering method called FCOU allowing to the user to be represented by one or more ontology, enabling to
have enriched profiles which will be more helpful to the personalization process as in (Umamaheswari and Patil,
2012), where the ontology is built by extracting global knowledge from the LCSH system (The Library of Congress
Subject Headings) and user background knowledge from user local instance repositories (LIR) such as his stored
documents, browsed web pages and composed/received emails. (Sieg et al, 2007) improve the quality of the user
profiles by assigning scores to the ontology of concepts extracted from the consulted documents according to the
user behaviors.

Effectively, user’s behaviors are very indicative while building his profiles. Several works have done on user’s
behaviors, studying and analyzing them in order to get more information about this one. According to (Morita and
Shinoda, 1994) software users spend more time reading those articles they are interested in, while authors in (Oard
and Kim, 1998) investigates another kind of behaviors more relevant such as printing, saving, scrolling and
bookmarking, they consider that if a user has these behaviors when browsing a document, they must have some
interests in it. This idea was adopted by (Xing et al, 2011) while proposing (BUIE) an algorithm for User Interest
Extraction based on his Behavior. The user behaviors can be observed, also, during his interaction with multimedia
services (Cloud), to get the content of user’s interest instead of browsing for it. The authors in (Stupar et al, 2014)
use the DTV information stored in the content provider database to construct a viewing history (event, how long
watched) to generate a user profile able to personalize the content provider. The approach could be more efficient if
authors used annotations to take into account the degree of interest of the user about each event.

The exploitation of user behaviors still suffers from some limitations. (Hoebel et al, 2006) presenting Gugubarra
project, Gugubarra 2.0 which is an improvement of Gubugarra 1.0 (Mushtaq et al, 2004) (Hoebel et al, 2006)
illustrated some limited issues, such as the duration while visiting a web page is somehow tricky cause we can’t be
sure about what the user is exactly doing in front of his screen, so in (Hoebel et al, 2006) the researchers allowed
web sites owner, within the scoop of user profiling, to break down the pages into zones and ask the users for their
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interests, but the majority of time users find annoying having always to answer these questions so they gave answer
which don’t reflect his real interests.

Social Media, blogs, posts, electronic conversation (Nicoletti et al, 2012) and emails messages are an important
source of information which convoy relevant information about users. To exploit this type of data, different methods
are proposed to extract semantic content, from texts. (Jusoh et al, 2009) proposed a framework to extract Named
Entities (NE) using theories of probability, fuzzy grammar rules and predicates to determine the real semantic of a
sentence. In our previous work (Iggui et al, 2016), we have presented a set of information extraction methods used
in different fields: text summarization field and Information Retrieval (IR), we took the advantages by combining
the formal power of statistics metrics, the semantic power of ontologies and techniques of NLP to better detecting
user preferences, personal and professional data, etc, proposing PBS (Profile Builder System) for the construction of
user profiles from email’s job application, in e-recruitment area.

In some cases, information sources are limited such Twitter where user’s tweets are limited to 140 characters
(Michelson et al, 2010), blog titles (Oka et al, 2006), etc, so their semantic is difficult to detect, so researchers are
using external databases such Wikipedia to enrich the user profile by disambiguating entities. (Abel et al, 2011)
inspired by the observation of (Kwak et al, 2010) saying that 85% of the tweets are related to news, proposed an
approach to enrich the user profiles using the Library of (Kohlschutter et al, 2010) and the web services provided by
OpenCalais" to better extract NE, identifying organizations, events and topics of interests convoyed by the user
tweets.

2.3.Management User Profiles

The diversity of systems, services and applications allows users to interact differently, allowing them to express
themselves through different profiles, with, sometimes redundant information and sometimes incomplete one. To
enrich users’ profiles and to facilitate users’ interactions with various information systems a management
mechanism is required.

Management of user profiles comes to address many technical challenges using different methods including
building and modeling techniques, Fig.1. One of the most important goal of this axe is ensuring interoperability
between the different applications and services from different environment. Interoperability is the ability of two or
more systems or components to exchange information and use the information that has been exchanged (Geraci,
1991). It refers to the ability to access and interpret information derived from multiple heterogeneous sources. It can
be (i) syntactic, where the differences between the models are resolved at application level, or (ii) semantic, where
the differences between the models are resolved at the level of knowledge (Carmagnola and Cena, 2009).

(Wagner et al, 2013) proposed an ubiquitous profile manager eProfile, of generic domain oriented towards
distributed environments, with inter-system interoperability. eProfile, Fig.1, infers profile data through analysis of
an entity trails (provided by a manager tracks, it returns all events held by an entity), following rules defined by the
entities, and provides data inferred to be used by applications. eProfile’s main characteristics are the use of trails for
extracting profiles, the capability of generating dynamic profiles, the capability of managing dynamic inference
rules and models, and the semantic operability of the model, since eProfile supports multiple applications. As an
application example, it allows maintaining the student dynamic profiles updated, allowing a better adaptation to the

ubiquitous learning environment.
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Figure 1. eProfile connected to multiple trail managers. (Wagner et al, 2013)

Some other challenges are illustrated in (Ghosh el al, 2009) (Ghosh et al, 2008) such as:

13 http://www.opencalais.com
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= Profile sparseness known as the cold-start problem: having users don’t like to repeat their information for each
service they’re interacting with, in some cases, when they’re interacting with a new service for the first time,
this one has extremely sparse information about them.
= User’s personae which is related to the influence of his context and environment on his behaviors and
preferences.
= The using out-of-band data in other words, the problem of using different fragments of user’s interactions or
preferences from different services and applications.
= The overload of servers due to the storage of different profiles belonging to the same user.
Many works and tools have done and developed to meet the challenges mentioned above; such as: Google
OpenSocial' and Yahoo Y!0S" .
From works we have studied, we noted different and several management techniques, such as matching,
aggregation, negotiation and selection, etc, where the goal is to select the most adequate profile or a set of profiles
for a given situation.

Aggregation concept is found in many works such (Ghosh et al, 2009) where the authors proposed a user
profile management framework, which is a part of HP Labs, InfoPal Profile Manager (IPM) which deal with the out-
f-band profile information. With the emergence of services exporting their data through standard APIs (Ghosh et al,
2008), it’s possible to provide facilities to dynamically discovering and building a suitable user profile from profile
fragments distributed across multiple services. The authors in this work use an agent to build a corpus of user
profiles, maintained by different services, each one described with a specific ontology. The mediator calculate the
semantic distance between the profiles of the corpus and the specification provided by the requesting service and
according to a threshold profiles are used to build a user profile for this service. Being able to determine which
information is the most relevant resolve the sparseness problem. In addition, IPM supports the user profile personae,
allowing to users to store different profile personae and choose which personae to forward to a service. The
disadvantage with this approach is that explicit point-to-point data sharing schemes and agreements are needed by
the different services.

Within the same scoop, we found (Morikawa et al, 2005) proposing a Profile Aggregation (PA) as a node

of collecting various profiles from diverse sources and managing them in the form of “a Personalized Profile” with a
privacy control mechanism able to control the type of data that can be shared, with whom and in what situations,
using the Resource Description Framework (RDF) (Beckett, 2004) for better semantic.
Social Media, is another interesting area, who has a great impact on people around the world. It’s not uncommon
that individuals create multiple profiles in several social networks (Facebook, Twitter, Linkenln, etc), each
containing partially overlapping sets of personal information. Matching those different profiles allows to create a
global profile that gives a holistic view of the information of an individual. As goal, the management of user
information, in (Bennacer et al, 2014) researchers proposed an algorithm to mach profile across n social network,
they exploit the links between profiles and the values of the profile attributes, to determine the pairs that match.
Inspired by the observations of krishnamurthy et al, who identified a set of common attributes available in 12 of the
most important social network (Krishnamurthy et al, 2009) (such as names, family names, usernames) the authors in
(Bennacer et al, 2014) focus on username, name, email and links to other Web pages.

In medical area, for a better quality of healthcare services, (Fengou et al, 2012) use an electronic Medical
Health Record (eMHR) to deliver a personalized ubiquitous system. Different entities are related to the patient
(patient’s social network, healthcare center, smart home, patient’s office, patients, doctors, member’s family), in
order to provide high quality and reliable personalized healthcare services to the patient when his health condition is
critical. For example each patient is related to a group of indexed profiles related to his health condition, in a critical
case, a User Healthcare Profile is created, and the profile of the most adequate healthcare center and doctor are
selected and recommended.

In (Cherrat et al, 2015) the researchers proposed a data extraction system for user profile management
based on behavior for developing a security and surveillance system for drivers. Having a strong connection
between fatigue, sleep and poor driving behavior and errors that lead to accidents, the authors proposed an
intelligent system to manage all bad driving behaviors to prevent accidents and dangerous situations. The authors
used PCA method (Freund and Schapire, 1996), and Viola and Jones algorithm (Viola and Jones, 2001) for
detecting objects in digital images, special sensors to monitor the driver and the vehicle, and web services to put in
touch the drivers with police officers.

'* Google OpenSocial, code.google.com/ opensocial.
' Yahoo Y!0S, developer.yahoo.com/yos
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In Cloud environment, a Knowledge-as-a-Service, according to (Li et al, 2009) is indispensable to human
learning, working and living, and Cloud computing, as a new emerging technology, is providing all kinds of scalable
services enabling the creation, utilization/reutilization and the sharing of personal knowledge as proposed by (Tsui
et al, 2011) a Cloud-Based Personal Knowledge Management (CBPLM). (Jeong et al, 2012) within the scoop of
mobile cloud computing propose a context-aware-based intelligence platform for managing resource using context-
aware information. They propose an information aggregation process using a generic ontology. They also use time
and location constraints for resource recommendation.

3. Discussion
We have tried above, to illustrate the most important works in the user profiling area presenting each step a part
(modeling, building and management user profiles). We noticed the advantages and limitations to take into account
while proposing a user profiling system. We come out with some points, such as:
= The use of ontologies is indispensable due to their semantic power, but we have to say also that a user profile is
more than a set of key-words or concepts (Iggui et al, 2016), this is why we recommend to combine ontologies
with statistical measures and other formal methods.
= Some of the proposed profile structures have the disadvantage of being bounded by the types of information
(attributes) defined by the model.
= Taking into account the user context and its dynamicity during the profiling process, being an important source
of information able to guide the results of information systems. But we have to precise that a user context is not
limited only to the devices information as it’s considered by some works.
= The user location, a component of the user context, is rarely taken into account while it can guide the
preferences, kind of researches and even the activities of a given user, for example we’re not doing the same
thing in the office as in a cafe.
= User profiles information have always to be accessible for up dating, in order to maintain the freshness of data,
and so to ensure a better services quality.
= Users tend to prefer unsupervised approaches, this is why the “Interoperability” is one of most important
constraint to consider while modeling or managing user profiles, in order to export and to exploit the
constructed profile by different services and applications. We mentioned XML as one of the standards
technologies used for interoperability by several works.
= As a last point, we can’t deny the fact that each user can have several profiles with different information,
sometimes incomplete, in some cases complementary in some others redundant. The redundancy is a very big
challenge for many researchers specially on Cloud environment where each data is replicated on several
servers (servers overload problem).

In order to enrich the user profile, to facilitate its interactions with the different information systems (to not provide
his information each time), to minimize the overloading of servers, in order to propose a solution to the cold start
problem and as a fruit of our present survey, we propose in what follows a User Profiles Management System
having as a goal the Construction of a Global User Profile (UPMS-CGUP) from a set of local user profiles
belonging to social Cloud.

4. User Profiles Management, Cloud and Big Data
4.1. Cloud an Big Data

Cloud computing is a new IT paradigm, no common definition exists yet (Voas and Zhang, 2009). We adopt the
definition of the National Institute of Standards and Technology (NIST) (Mell et Grance, 2011): Cloud computing is
a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interaction.

With the rise of Internet and the explosion of data sources, more and more companies are facing new challenges that
were previously very rare. (Sakr et al, 2011) present a comprehensive survey about data management mechanisms,
open issues and future challenges in Cloud environment. One of those problems concern the storage and the
usability of sets of data, so big and often growing so fast, that the usual tools were no more adapted. (Thibault, 2011)
discussed the storing data problem and the elasticity of Cloud databases by presenting a comparison between
Relational Database Management System and NoSQL databases, and how this later faces the new challenges. Those
new, huge, sets of data are commonly called “Big Data”, these data may belong to the different services and
applications, specially emerged with Cloud computing. In this section, data refers to user’s information. Users
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interact with different Cloud services witch ask for different information, this generates several local profiles on
different applications, belonging to the same user. Taking the example of social media (Facebook, Twitter,
LinkedIn, etc), a user can have different profiles on each application, with different and/or redundant information. In
order to remedy, mainly, the problems of cold start, interoperability, data storage and servers overloading, for
more data security, better management of digital identities, facilitate authentication processes, as well as better
satisfying the user’s needs, we propose in the following a user profile management platform.

4.2. User Profiles Management Service

The diversity of services and applications allows to users to interact with several systems a day, expressing
himself differently through various profiles with redundant, sometimes, incomplete information. Managing user
profiles is a very important mechanism, in order to identify the relevant information of an individual and to facilitate
its interactions with the different information systems (to not provide his information each time), to better improve
the different services results and for a better quality of personalization, to enrich the user's profile by relying on the
different interactions of this one with different systems and applications, to reduce the number of profiles belonging
to the same user, so dealing with redundancy and the servers overload problem. To deal with the cold start problem
and to enable interoperability between applications we propose a UPMS (User Profiles Management Service).
Inspired by (Bennacer et al, 2014) and (Kostadinov, 2005), where semantic matching methods were proposed, we
choose the social Cloud (social media) as an example, to propose a user profiles management platform having as a
goal the construction of a Global User Profile. The global user profile will include all the information belonging to a
given user. It will be stored at the Cloud level and thus accessible from all Cloud applications and services. The
corresponding architecture of the proposed system is shown in Figure 2, using HP Cloud Architecture:

2

Demand Layer
sarvrica
consumption

Delivery Layer

Figure 2. User Profiles Management Service (UPMS) presented on HP Cloud Architecture.

Our approach is based on the exploitation of local user’s profiles on the different applications of social media.
Bellow, we detail the different steps of the proposed approach:
Hypothesis: We suppose, in our case, that: All users’ profiles are created with the same e-mail address and the
language used is “English”.
1) Authentication and Application Selection: According to the choice of the user in this step, our system
may be supervised or not supervised by this later:

v' Supervised system: in order to respect the user’s privacy, the system enables the user to choose the
application from which his global user profile will be constructed, and to give a relevance degree to each
one.

v' Not supervised system: in this case, the system will consider all the sub-profiles related to the given e-mail
address.

2) Profiles Acquisition and aggregation process: In this step the system get access to the sub-profiles
belonging to the chosen applications via the corresponding APIs. Once they’re recovered, a semantic
alignment and filtering processes are launched.
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v Semantic Alignment: it consists in establishing a semantic matching between the lexicons of tow, or more,
sub-profiles using ontology.

v Information Filtering: consists of selecting the relevant information (values) according to the relevance of
their sources and the nature of the attribute (Mono-valued or Multi-valued).

5. Conclusion and Future Trends

This paper is one of the most complete work carried out on the user profile, indeed, we have presented a survey that
deals with the three major axes of user profiling across the different environments, we have presented the most
responded methods used by researchers in the fields of modeling, building and managing user profiles. We also
illustrated a set of details and points to be taken into consideration during the development of a user profiling
system. In the second section of this paper, we took a closer look on the user profiles management field, taking into
account the emergence of the Cloud and the exponential growth of Big Data. As a result of our researches, we have
presented a new profiles management system, enabling the construction by aggregation of a global user profile in
the domain of social Cloud. Our system allows us to:
= Have a better interoperability using the standard technology XML.
= Have a better respond to the needs of users, by using richer user profiles in personalization and
recommendation systems.
= Facilitate the user’s interaction with the new applications, for example, his information may be recovered
from the global user profile, so he is not obliged to enter his information over and over.
= Give a free choice to the user, to choose the contributors applications for the construction of his global
profile.
The goal of this paper is more than presenting the results of our profiles management service, but to provide and
make available for researchers a kind of reference in the field or user profiling area. We have illustrated through a
set of works, the challenges to be faced, in addition a set of methods and technologies used for.
The results of our approach will be provided in our future paper, adding some other enriching features and taking
into account other constraints, such as:
= Taking into account the user’s reputation, in order to better judge the credibility of the provided information.
= The detection of false information, inspired by Artificial Intelligence, by analyzing the information
communicated through his communities.
= The usage of different data model and different DBMS (Data Base Management System) by the applications of
social Cloud (Cassandra by Facebook, PNUTS by Yahoo, Manhattan by Twitter) is another challenge to face
in our future works; we will try to propose a generic user model for the representation of the global user
profile, taking account Big Data constraints, for more interoperability between Cloud applications and
services.
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