Proceedings of the 11th Annual International Conference on Industrial Engineering and Operations Management
Singapore, March 7-11, 2021

Trust Based Internet of Things (IoT) System
Laxmi Pandit
MBA (IT and Operations), ICFAI Business School, Hyderabad
ICFAI Foundation for Higher Education University, India
laxmi.pandit8@gmail.com
Abstract
Internet of Things (IoT) is an archetype in which all varieties of objects can have sensing, networking, and
processing abilities that allow them to converse with other devices. It permits things, people, and processes to be
connected independent of time and location using any network. IoT evolves with the privacy and security concerns
of its applications and devices and lacks trust. These issues are yet to be addressed by professionals, academia, and
organizations. IoT devices generate a huge amount of data every second, hence, handling these data becomes a
major challenge for the organizations. For implementing any application of IoT, privacy, and security concerns have
to be considered at each layer of IoT architecture. Usually, there are three layers in an IoT architecture. These layers
are the perception layer, network layer, and application layer.
IoT uses protocols like MQTT (Message Queuing Telemetry Transport) for faster and controlled communication
and applies in various projects such as smart healthcare, smart home, smart parking, smart weather monitoring and,
smart industries. Some ambiguities were identified in this protocol which is yet to be addressed. Traditional methods
like cryptography and access control deal with external attacks like privacy breaches and data inconsistency.
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