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Abstract
Using a machine-vision detection based on deep learning system, the study established using darknet framework to
identify and making the drone detection system. Using the darknet, YOLOv3 algorithm and OpenCV, the system
was implemented on our computer to identify drones based on the live feed obtained from camera or uploaded
image. The system was implemented to track and recognize drones on a different background. The project
methodology is based on four different stages, gathering the dataset, annotation, training the system and testing the
system. The project was able to identify the drones with an average success rate of 99% and 100% from live videos
and uploaded images, respectively. The project showed that because of the deep learning strength, the detection was
robust against changes in light intensity and the existence of background effects in different environmental
conditions.
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1. Introduction
In the past ten years, drone technology development since the first commercial drone was launched at CES 2010 has
created multiple individuals and institutions to use drones for multiple purposes. We are currently living in a time in
which drones are being used for food delivery, the shipment of goods, and movies filming and they are likely to
involve an more aspects of our lives near future. Nonetheless, drones also pose a notable challenge in terms of
security and privacy within society (for both individuals and organizations), and many drone-related incidents are
reported daily. These events have called awareness to the need to detect and disable drones used for malicious
intentions and started up a new research and development area for academia and industry, with a market that is
anticipated to approach $1.85 billion by 2024.
Computer vision is a method of using imagery, both pictures and video, to understand devices. Computer vision
tasks require methods to collect, store, interpret and understand the information in the images. There are several
techniques for computer vision, such as image recognition, object localization, object identification, semantic
segmentation, and segmentation of instances, etcetera, and falls under the Architectures of Object Detection. You
Only Look Once (YOLO), is an approach to object detection using co-evolutionary neural networks for object
detection. YOLO's key benefit is that it supports the tracking of artifacts in real time. "YOLO" only looks at the
entire image once, hence the name, "you look only once. This paper is a study of the design and function of YOLO.
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Moreover, there were two incidents globally and locally happened in the recent few years which they are at Gatwick
airport and Abqaiq–Khurais attack.
Gatwick Incident:
Between 19 and 21 December 2018, hundreds of flights were cancelled at Gatwick Airport near London, England,
following reports of drone sightings close to the runway. With 140,000 passengers and 1,000 flights affected, it was
Gatwick's biggest disturbance since its closure following the 2010 volcano eruptions in Iceland. On 21 December,
Sussex Police arrested two individuals who lived near the airport. They were cleared of any wrongdoing and
released without charge two days later, subsequently granted reimbursement for their wrongful arrest and false
imprisonment. In April 2019, Sussex Police said the disturbance could have been an inside work.
Abqaiq–Khurais attack:
On 14 September 2019, drones were used to strike Saudi Aramco's state-owned oil processing facility at Abqaiq in
eastern Saudi Arabia. The Houthi movement claimed responsibility in Yemen, connecting it with events surrounding
Saudi Arabia's Yemeni Civil War intervention and alleging that ten drones were used in the attack launched from
Yemen, south of the factory. Several more drones and cruise missiles, coming from the north and east, were used for
the attack and were developed by Iran, Saudi Arabian officials said. Iran was behind the attack, the U.S. and Saudi
Arabia reported, while France, Germany and the United Kingdom jointly claimed Iran was responsible for the
attack. Iran denied involvement whatsoever. The situation has escalated the Persian Gulf crisis. According to the
Saudi Arabian Interior Ministry, the attack caused major fires at the processing plant that were extinguished several
hours later. Both facilities were shut down for maintenance, decreasing oil production in Saudi Arabia by almost
half, representing about 5 percent of global oil production, and causing somewhat destabilized global financial
markets. Saudi Arabia's Energy Ministry said that the country will tap its oil reserves to maintain its export rate until
the plants return to full capacity by the end of September.
While some of the principles used to detect UAVs have been adopted for drone detection, new methods have been
suggested by this project to deal with the challenges associated with detecting the very small and fast-flying objects
that pose a societal and security threats created by drones using deep learning and object detection. We analyze the
effectiveness of this method concerning various factors (e.g., distance, backgrounds, light, etc.).

1.1 Objectives
The objective of this project is to build our own dataset for the drone’s images, especially for the type of the drone
we do have in our hands. The gathered dataset should be enough to train and test the system on the detection for or
any type of the drone we have or have the same feature of our drones’ type. The image we have should be used in
YOLO format in order to have a good classification of the selected image and identification.

2. Literature Review
Recent related works towards object detection can be found into five categories:

•

Human-Drone Interaction: state of the art, open issues and challenges:

In the relationship between users and a particular category of robots, which are distinguished by peculiar features, it
is showing how it’s interesting to analyze more about the users’ experience. Therefore, the interaction with these
devices is becoming popular and they intend to examine how they can be manipulated across the interfaces of
different users and with different mechanisms of interaction. In this paper, in the knowledge of social drone
interactions, they present an analysis of the state of the art in order to study and address the key open questions and
challenges.

•
Autonomous Detection of Malicious Events using Machine Learning Models in Drone
Networks:

An autonomous intrusion detection system is proposed in this paper to discover advanced and sophisticated
cyberattacks that target drone networks. To gather legitimate and malicious observations and determine the
efficiency of machine learning in real time, a test bed was designed to initiate malicious events against a drone
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network. The data collections were trained and assessed using machine learning algorithms, including decision tree,
k-nearest neighbors, naive Bayes, support vector machine and deep learning multi-layer perceptron, with promising
results in terms of detection accuracy, false alarm rates, and processing times.

•

A Deep Learning Approach to Efficient Drone Mobility Support:

They suggest a novel handover system in this research to provide efficient support for mobility and secure wireless
communication to drones served by a terrestrial cellular network. They are designing a deep Q-learning algorithm
using tools from deep reinforcement learning to dynamically optimize handover decisions to ensure robust
communication for drone users. However, the simulation results showed that the proposed framework substantially
decreases the number of handovers compared to the baseline scenario, at the cost of a slight loss in signal strength,
whereas a drone always connects to a base station that provides the highest signal strength obtained.

•
Detecting Consumer Drones from Static Infrared Images by Fast-saliency and HOG
Descriptor:

Detection of consumer drones plays an important role in applications for Counter-terrorism, intelligent protection
and airway safety, including administration. In this paper, they present an efficient way for saliency detection of
consumer drones from static infrared images mapping and learning by machine. Crucially, a rapid saliency is
suggested model with a simple convolution of the 5x5 kernel to obtain the input image saliency diagram, in which
targets are improved, while it suppresses the context. Candidate regions that may contain drones are extracted by
adaptive thresholding and linked domain filtering from the saliency map, followed by the HOG descriptor function
expression for each area. Finally, the fact of these candidates is discriminated against by the training of the support
vector machine from 200 samples of drones and 400 background samples. Experiments on four actual sequences of
over 600 infrared images show that our proposed algorithm has good performance in both the precision of detection
and the efficiency of computation.

•
Blockchain-enabled secure communication for drone delivery: A case study in COVIDlike scenarios:

The planet was halted by COVID-19, with people stuck inside their households and governments are seeking to
regulate the movement of the people. To achieve this, however, one major issue that arose and outscored all else was
the catering of people without human intervention to the everyday required things. In this regard, by leveraging the
drones available to commercial retail suppliers, they proposed a blockchain-enabled safe communication system for
supplying the products in COVID-19 like scenarios. As the payments are made through smart contract executions,
the blockchain mechanism is used to construct smart contracts to build the trust of buyers and sellers on the
framework. The order processing based on the blockchain guarantees the information's credibility and validity.
Moreover, along with the order, distribution and payment phases, a contact model is provided. The findings show
the efficacy of the proposed scheme by testing it on the basis of the price of gas, transaction time, and mining time.

•
Deep HAZMAT: Hazardous Materials Sign Detection and Segmentation with Restricted
Computational Resources:

The Hazardous Materials or HAZMATs sign identification in the activity area is one of the most difficult and nontrivial tasks in robot-based rescue operations, to avoid more unforeseen disasters. Each Hazmat sign has a particular
meaning that it should be identified and interpreted by the rescue robot to take a safe measure accordingly. The two
most significant factors in such robotics applications are effective hazmat detection and real-time processing. In
addition, they also have to deal with certain secondary problems that are embedded in a rescue robot, such as image
distortion and limited CPU and computer resources. They propose a CNN-based pipeline called Deep HAZMAT in
this paper for the four-step detection and segmentation of Hazmats; 1) maximizing the number of input images fed
into the CNN network. 2), to gather the necessary visual information from the hazardous areas by using the
YOLOv3-tiny structure. 3) Using Grab Cut technology, Hazmat sign segmentation and isolation from the context.
And 4) the morphological operators and convex hull algorithm post-process the result. In spite of the use of very
small memory and CPU resources, the experimental results indicate that the proposed approach has successfully
preserved improved performance compared to state-of-the-art methods in terms of detection speed and detection
accuracy.
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3. Methods
The main elements to make this project successful are the hardware and the software of the system. The software we
are using for the detection system will be Darknet, YOLOv3 and OpenCV. As of these three applications would help
us to make the detection system easier and more achievable for detecting the drones and increase also, would be
very helpful and easy to make any changes for the detection drone type. However, for the hardware will be NVIDIA
Jetson Xavier, The Intel® RealSense™ Depth Camera D435 Series and Multi-Turn Torxis Servo, Industrial grade
Servo. The three selected hardware are important for the system to make sure for the processing of the system,
identifying and hunting the drones.
Moreover, using darknet neural network framework with YOLOV3 algorithm with custom built dataset to detect
drones, collecting data in the format of videos and convert it to images from the field, 80% of the collected data will
be used to train the neural network and the remaining 20% to test it. The description and sequence of stages have
been illustrated it in figure 1

Figure 1. Stages of Establishing the Drone Detection System
Software:
A darknet is an Internet overlay network that can only be accessed with special software, settings, or permissions,
and also uses a unique protocol for personalized communication. Social networks (usually used for file hosting with
a peer-to-peer link) and anonymity proxy networks such as Tor via anonymized connection series are two common
darknet forms. The word 'darknet' was popularized by major news outlets to connect services with Tor Onion, when
it was used by the notorious Silk Road drug bazaar, despite the language being unofficial. Technologies such as Tor,
I2P, and Freenet have been developed to protect digital rights through encryption, anonymity, or resistance to
censorship, and are used for both illegal and legitimate purposes. Darknets also, promote anonymous contact
between whistleblowers, activists, journalists and news media through the use of applications such as Safe Drop. It
is open source and written in C/CUDA and serves as the basis for YOLO. Darknet is a platform for training neural
networks. Darknet is used as the YOLO training platform, meaning it sets the network architecture. Darknet is a
neural network architecture written in C and CUDA that is open source. The Darknet, however is neural network
architecture written in C and CUDA that is open source. It is fast, easy to install and supports computations for the
CPU and GPU.
Each of these cells is responsible for predicting 5 bounding boxes: YOLO splits the picture into a grid of 13 by 13
cells. It applies the entire picture to a single neural network. For each region, this network splits the image into
regions and predicts bounding boxes and probabilities. The regions concerned are chosen using co-evolutionary
neural networks and are graded. Like YOLO, which comes under the regression group, the algorithm in a single run,
it predicts object classes and uses a single neural network to detect multiple objects in the images. It is easier to
make less localization errors because YOLO looks at the entire picture to predict artifacts on the individual cells.
The algorithm has the capacity to accommodate 45 frames per second. YOLO includes a neural network
architecture, Darknet, for preparation. Three current versions of YOLO are available. The variants of YoloV1,
YoloV2 and YoloV3 are the Yolo versions. There are 24 layers in total in the very first version of Yolo, with 24
convolutional layers accompanied by 2 completely connected layers. When detecting small items, the algorithm was
not successful, and this turns out to be the big limitation of YoloV1. There are 30 layers in total in YoloV2 with no
completely related layers. A batch normalization layer is followed by any Conv layer and Anchor boxes are added in
this version. This algorithm also failed to detect small objects and was found to be a multi-class issue as well. The
new version that uses 106 neural network layers is YoloV3. Considering 9 anchor boxes, 3 are expected per class
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and thus more bounding boxes. In this the multiclass issue is translated into a multipliable issue. For small artifacts,
the algorithm works well, and this turns out to be a good result.
OpenCV (Open Source Computer Vision Library) is a software library for open source computer vision and
machine learning. OpenCV has been created to provide a shared infrastructure for applications for computer vision
and to speed up the use of machine perception in consumer products. It has interfaces such as C++, Python, Java and
MATLAB and supports Windows, Linux, Android and Mac OS. OpenCV leans primarily towards real-time vision
applications and where available, takes advantage of MMX and SSE instructions. Right now, a complete CUDA and
OpenCL interface is being actively developed. There are over 500 algorithms that compose or endorse those
algorithms and about 10 times as many functions. OpenCV is natively written in C++ and has a templated interface
that works with STL containers seamlessly.
Hardware:
NVIDIA GTX Xavier is an NVIDIA GTX Systems family of embedded system-on-module, including an integrated
Volta GPU with Tensor Cores, dual Deep Learning Accelerators (DLAs), this card is packed with intense gaming
horsepower, 11 Gbps GDD R5X memory next-gen, and a massive 11 GB frame buffer, the latest addition to the
ultimate gaming platform. Useful for the deployment of computer vision and deep learning to the edge, NVIDIA
GTX Xavier runs Linux and provides user-configurable 10/15/30W power profiles with 32 Tera OPS computing
performance. Currently, the Jetson GTX Xavier is available as a Jetson GTX Xavier Developer Kit and a standalone
Jetson GTX Xavier computing module.
A stereo solution, the Intel® Real Sense TM depth camera D435 provides quality depth for a range of applications.
Its wide field of view is suitable for applications, such as robots or augmented and virtual reality, where it is
important to see as much of the scene as possible. This small form factor camera with a range of up to 10 m can be
easily incorporated into any solution and comes complete with Intel RealSense SDK 2.0 and cross-platform support.
The Torxis is an ultra-high-torque servo that can produce a continuous duty torque of up to 1600 oz-in (115 kg-cm)
at 12 V. This monster servo is controlled and can fly 90 degrees in 1.5 seconds through the standard radio-controlled
hobby servo interface. The power of the Torxis servo makes it sufficient even for giant-scale servos for applications
that are too challenging; it is robust enough for the rigors of a factory environment with its 0.125 thick mounting
flange and aluminum main housing.
One of the essential things in this project is having a drone. The purpose of the drone is to help us in collecting the
images for the system developed and videos. The type of the drone used in this project is DJI MAVIC PRO II. The
DJI MAVIC PRO II has bringing groundbreaking experiences to the field with developments in drone photography,
with the collaboratively created Hasselblad L1D-20c. The state-of-the-art aerial camera, the Hasselblad L1D-20c,
sets a higher standard for aerial image quality. In comparison to previous DJI drone cameras, it provides enhanced
lowlight shooting capabilities with its powerful 20MP 1' sensor.

4. Data Collection

The collected and gathered dataset of more than 3,300 images from the videos and images was divided by 20% for
testing and 80% for the detection system training as shown in figure 2, figure 3, and figure 4 that are collected from
the field. This was focused on the majority doing the best practice. During this process, deletion of the unwanted
images was also performed.
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Figure 2. Collecting Data from Field

Figure 3. Another image of Collecting Data from Field

Figure 4. Dataset size gathered
We have done multiply videos and pictures in more than 5 different locations in Riyadh with different light settings,
to support us by feeding the system with the detection of the drone and increasing the accuracy of the detection for
the drones. The background in filming the drone plays a big role of the detection and enhancing the accuracy for the
drone detection
Converting the videos into images:
By using the OpenCV, we were able to save the videos frames as an Image every 5 frames, where we are using the
equation 𝑥𝑥=30/5 where x is the saved frame. This is an important step to help us to collect more and more images for
the drone to feed or insert them into the system. Whereas, the OpenCV can break these videos into frame images as
showing in the figure 5.
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Figure 5. Converting Videos into Images by OpenCV
Annotation:
We were able to annotate the drone's images by using labeling, and each image collected was annotated using
labellmg as shown in figure 6. The label used was "drone" for every picture. The output was an XML file containing
the drone's coordinates. LabelImg is an annotation method for graphical images. It's written in Python and its
graphical interface uses Qt. Annotations are stored in PASCAL VOC, the format used by ImageNet, as XML files.
In addition, the YOLO format is also supported.

Figure 6. Annotating Images by Using YOLOv3 Format
Training the system:
After we have collected the videos and images with different backgrounds, breaking them into hundreds of frame
images and labelling each one of them with the drone, we used 80 % of the collected dataset for training the system
to help identifying the images/pictures of the drones. Moreover, the 80% of the selected images were randomly
chosen which will help us in selecting more backgrounds, lights and the distances of the drone captured from the
camera, without being concentrating on one specific criteria. Training the system can be seen in figure 7.
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Figure 7. Training System
Testing the system:
As the final step of the project, is testing the system with the remaining 20% of the dataset we have. The project has
currently been executed to the main system to form zoning within the area where the camera is placed. The tested
dataset shows a good feedback and a good detection of the drone in videos or images/pictures forms as shown in
figure 8 and figure 9.

Figure 8. Detection on Image
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Figure 9. Detection on Videos

5. Results and Discussion
The project achieved its goals and proposes of the detection of the drones and it can detects the drones with an
average accuracy of 80%, still we need to collect more dataset to help us in the detection optimizations and
demonstrate the improvements of our project over framework, especially for the deferent types of the drones designs
that are manufactured from different manufactures. Moreover, tracking and “other” project capabilities will need
farther work and experimenting.
In addition, we have developed our own blog on the internet that shows our work in a unique, easy and simple way
of presenting it. The website is https://www.adlsds.com/

5.1 Numerical Results
In a range of difficulties, including occlusion, lighting changes, shades and partial visibility, the system was able to
work. Using broad and detailed datasets, the proposed approach was tested and proved a significant development in
terms of accuracy and speed compared to three state-of-the-art techniques. Using a basic hardware and GPU
platform, the device operates in real time. Moreover, we tried to calculate the average detection for the system with
different distances, the percentages of detections versus trails represented in table 1.
Table 1. Percentage of Detection vs Trails

Trial number 1

5
Meters
99%

10
Meters
87%

15
Meters
71%

20
Meters
62%

Average accuracy
for the trials
80%

Trial number 2

98%

80%

85%

66%

82%

Trial number 3

95%

99%

41%

51%

72%

Trial number 4
Average accuracy for each
distance

97%

82%

88%

80%

87%

97%

87%

71%

65%

80%

With this table 1, we can see the average total which’s 80% in overall. Moreover, as we go for far distances, we can
realize that the detection goes lower and lower but, with more trials the detection percentage gets higher and better.
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5.2 Proposed Improvements
This work can be improved by focusing on 3 different elements, which they are background of the taken pictures,
different type of drone and light level of images. The reason of chosen these elements is to enable the system to
recognize and increase the accuracy of detection. Since, these elements are playing a major role of the images
classifications to be used in the recension of the taken image. As we all know that these three elements are important
of improving the project, however, the most important element we think that it’s important is the light level of the
taken image. The level light plays very important part in order of increasing the taken characteristics of the taken
drone image that would be used to train the system with for detection.

6. Conclusion
All in all, it is known from the reviews of different articles that YOLO is the simplest and best architecture for any
kind of detection of real-time objects. YOLO is easy to incorporate, easy to comprehend and stable. Since it
generalizes well, it can be used in any app. The speed comparison with other CNNs is also provided in this study.
However, the darknet is one of the essential tools that helped us to make our work successful in the detection of the
drones. This project is on continues development and the next steps for us are using different types of drones with
different versions and designs, this is for the purpose of increasing our dataset and also, increase the objects to be
identified of our detection system.
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