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Abstract

Software vulnerabilities are one of the main security risks involved in Information systems. The vulnerabilities might
be a path for cyber attackers or hackers to exploit the information systems. Thus, vulnerabilities might lead to loss of
data or the ability of the information system to serve. The number of vulnerabilities discovered is increasing. The
Information Security manager’s key challenges are to fix these vulnerabilities on time before they are exploited. In
this paper, to minimize the operational challenges in fixing the vulnerabilities, the authors proposed a new method
based on the textual description of the software vulnerabilities with help of data collected from a multinational
company with 77,360 vulnerabilities over ten years.

Keywords
Software Vulnerability, CVSS, Vulnerability Management

1. Introduction

The usage of Information systems is increased in business operations. Thus, systems are vulnerable to attacks or
exploitation, which might lead to the loss of data present in the systems or not able to serve in the business operations
(NVD, 2021). Software vulnerabilities are increasing continuously. Thus increasing the number of software
vulnerabilities makes the difficult for the security manager of IT firms to fix vulnerabilities before exploiting them by
the attackers.

To understand these losses the information technology firms spent most of the resources on identifying and rectifying
the vulnerabilities in devices or the systems of the company network. IT firms are following many methods of
identifying vulnerabilities and fixing them. Also with the growth of IT infrastructure, the number of vulnerabilities is
increasing. This makes IT firms difficult to prioritize and fix the vulnerabilities based on the impact that would create
them.

In July 2005, the National Infrastructure Advisory Council and Forum of Incident Response and Security Team
(FIRST) came with Common Vulnerability Scoring System (CVSS) to rate the risk of the vulnerability on a scale of
0 to 10 (FIRST, 2021). The vulnerabilities with ten are very risk and with zero are very low risk. The CVSS is generic
and does not take care of system environment parameters. This makes it the IT firms difficult in managing the human
resources to fix the vulnerabilities

2. Literature Review

The common vulnerability scoring system (CVSS) version 1 was not subjected to peer review across IT firms,
deployed in production. With the feedback of various companies, Mell and K S (2007) improved the CVSS versionl
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to version 2 with fine-tuned mathematical equations. This CVSS version2 is widely used across IT firms. CVSS
developed with quantitative methods of scoring. Dobrovoljc et al. (2017) stated that considering the characteristics of
vulnerabilities would improve the ability to the prediction of exploitations of vulnerabilities.

The literature says that very little attention was paid to the textual description in vulnerabilities databases. Bozorgi et
al. (2010) were the first research to focus on the textual description and their results showed that texting mining tools
would give the information for cybersecurity managers for decision making to fix the vulnerabilities. Hence, the
researchers currently have started paying to pay more attention to the textual descriptions of the vulnerabilities.
Dobrovoljc et al. (2017) stated that considering the characteristics of vulnerabilities would improve the ability to the
prediction of exploitations of vulnerabilities.

Liu & Zhang (2011) based on CVSS score the vulnerabilities classified into three severity levels. High Severity with
CVSS score from 7.0 to 10.0, Medium Severity from 4.0 to 6.9, and Low Severity with CVSS score from 0 to 3.9. In
the previous work of the author (Parimi & Babu, 2020), the highest number of vulnerabilities were high severity due
to the wide range of CVSS scores. Therefore, the authors in this paper by narrowing the CVSS range and grouped the
vulnerabilities into ten Priority groups instead of three.

3. Data

In this paper, the authors had collected the software vulnerabilities data from the labs’ network with 1336 systems of
a multinational company that had 77360 vulnerabilities over time of ten years. Out of 77360, 49145 vulnerabilities
are in one year. The data had 35 variables. In this study, the authors had considered QID, Title, CVSS, Impact, and
Exploitability variables.

Table 1. Variables in the software vulnerability data that had taken consider in this research.

Sl. No Variable
1 QID
2 Title
3 CVSS
4 Impact
5 Exploitability

QID is the identification number given to the software vulnerability report. Unique Software vulnerability has a unique
QID number. Title is the textual description of the software vulnerability. CVSS is the Common Vulnerability Scoring
System score for a given vulnerability. Impact is the textual description of the impact that would be caused by the
given software vulnerability if it is exploited. Exploitability is the textual explanation of how could be given software
vulnerability exploited.

4. Methodology

The CVSS score ranges from 0 to 10. The software vulnerabilities with 0 has less risk and 10 has high risk.Table2
describes the severity ranges based on the CVSS score that had three groups. The majority of vulnerabilities follow in
Medium and High severity had 1569 vulnerabilities. Therefore, the author grouped software vulnerabilities into ten
priority groups based on the CVSS scores instead of three group and identified very high-risk vulnerabilities with
CVSS score range of 8.5 to 10. Table 3 describes the CVSS scores for respective priority groups.
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Figure 1. Methodology Framework
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Table 2. Vulnerability severity based on CVSS score.

CVSS Score Vulnerability severity Count of Vulnerabilities Unique Vulnerabilities
based on CVSS

7.0 t0 10.0 High 1569 96
3.0t0 6.9 Medium 40668 755
0.0t02.9 Low 6908 73

Table 3. Grouping the vulnerabilities based on the CVSS scores.

CVSS score Priority Count of Vulnerabilities Unique Vulnerabilities
8.6t0 10.0 1 660 20
7.6108.5 2 276 35
6.61t07.5 3 832 66
5.6106.5 4 2349 94
4.61t05.5 5 17650 283
3.6t04.5 6 11038 220
2.6t03.5 7 9834 152
1.6t02.5 8 5937 39
0.6t01.5 9 15 4
0.0t0 0.5 10 554 11

Manually, the authors had intercept the textual description of 20 unique vulnerabilities in priority one and formulated
the keywords. Based on the keywords as mentioned in table 4 classified the software vulnerabilities of priority 1 into
seven categories.

Table 4. Keywords used for categorizing Vulnerabilities in the group Priority 1.

Category Keywords

Malware Types of Malware such as Shadow Brokers

Sniffing Sniffing

EOL software EOL, end of life, Obsolete
Java Java
Remote Execution / Unauthenticated Users Remote Execution, Unauthenticated, without
Authentication
Login Errors / Password Login, Password, Credentials, Null Authentication
Information Accessible / writeable Readable information, writeable information

5. Analysis of Categories in Priority 1 vulnerabilities.

From figure 2, Categories across the priority 1 group vulnerabilities. The Login Errors / Password vulnerabilities
present in 482 systems and Information Accessible/writeable vulnerabilities present in 143 systems. 95 % of
vulnerabilities follow in Login Errors / Password and Information Accessible/writeable.
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Figure 2. Categories of vulnerabilities in Priority 1 group.
From figure 3, 20 unique vulnerabilities are present in the Priority 1 vulnerability group. Out of 20, 7 vulnerabilities

follow in the ‘Remote Execution / Unauthenticated Users’ category, 5 vulnerabilities follow in ‘Login Errors /
Password’ category and 4 vulnerabilities follow in the ‘Information Accessible / Writeable’ category.
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Figure 3. The number of unique vulnerabilities in each category of Priority 1 Vulnerabilities.

From figure 4, 10 out of 20 vulnerabilities lead to gain access to the system and six vulnerabilities lead to run arbitrary
code on systems. Form figure 5, the vulnerabilities that lead to gain access to the system present in ‘Information
Accessible / Writeable’, ‘Login Errors / Password’ and ‘Remote Execution / Unauthenticated Users’ categories. The
vulnerabilities that lead to run Arbitrary Code on the system are present in ‘Information Accessible / Writeable’,
‘Java’, ‘Login Errors / Password’ and ‘Remote Execution / Unauthenticated Users’ categories
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Figure 5. Priority 1 Group vulnerabilities: Categories across Impact.

From figure 6. Four vulnerabilities of twenty could be exploitable by attackers.
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Figure 6. Exploitability of vulnerabilities across Categories in Priority 1 Group.

6. Conclusion

The authors analyzed the vulnerabilities within labs of a multi-national company based on the textual description.
They grouped them into priority groups and then manually classified them into various categories based on the textual
description of the vulnerability. This analysis narrows down the vulnerability to the top 20 and would help the security
managers in efficiently managing the software vulnerabilities.

7. Future Work

This research work could be taken further by automatic the classification process of software vulnerabilities based on
the text description and would validate the method with efficiency improvement of managing the software
vulnerabilities in the lab.
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