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Abstract

Radio Frequency ldentification (RFID) systems areerging as a practical means of auto-identificatioma wide
variety of applications in the modern era and as ohthe most pervasive computing technologiesistohy. A
typical RFID system is usually composed of fourt@atag, RFID reader, RFID middleware and applarasystem.
The host system seeking between the hardware andnterprise system should introduce intelligergragonal
environment using configurable rules and lightweigivent driven architecture for smoothing andrigtstg high
volume of raw events injected from the physical lloBuch implementation should be part and parteal generic
middle-ware platform to ensure an open environnmam adaptability. To make the RFID reader integrati
uniform and effective, and meet the low calculati@gyuirement of low-cost readers, a layered OSGeba
Reconfigurable Lightweight RFID Reader Protocopresented here. Bearing in mind that the EPC stdnlas
become a virtual standard of RFID system due tadtsd development, to meet the demand of EPC Reade
Protocol Standard (RPS), the presented protocspégified in four layers, respectively the Discgveayer, the
Reader Layer, the Tag Layer and the Notify Layéffedfrom EPCRPS, in which different Messaging/isport
Bindings provide for different kinds of transpothe Messaging Layer and the Transport Layer ardonger
designed to be working in pairs. This protocol nsattee reader integration uniform and effective.
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1. I ntroduction

RADIO frequency identification (RFID) technology igaining attention both from academicians and from
practitioners [11]. RFID has the potential to seagea fundamental technology [13] for ubiquitousvises [3]
where both objects and people can be identifiedraatically via attached RFID tags [18-19]. An RFsRstem
comprises five key components— RFID tag or trandponreader/writer, encoder, middleware [2, 5, 1], &nd
application software [8]. An RFID tag consists af&rochip and an antenna. The RFID reader/wriégguests the
identifying information contained in the microcHyy sending an RF signal to the tag that then useantenna to
transmit that information to the reader/writer widreless data communication. The reader then t@tes|the
received information into a digital form and seiitd® the application software with the help of wiielvare. The
encoder, often the RFID reader/writer itself, erethe data for storage in the tag once or mangstimepending
upon whether the RFID tag [19] is a read-only ta8][or a read-write tag [12]. RFID middleware [Q] Is the
interface between reader devices and enterpriskcafpns. However, the RFID middleware and thedexa are
usually varied, which introduces new problems te tbp level RFID applications [51. The forepart protocols
between readers and tags are dissimilar, which sneé@&ders and their backend protocols (betweerersahd
RFID middleware) different2. The model and number of antennas supported byetiders are dissimilar, which
leads to the disorder of the control on reader sg8leBackend protocols provided by different vendors also
different, and the integration between readersthadniddleware is complicatedl. As we know, there are various
physical interfaces of readers, such as RS-232, &BiBTCP/IP. To support the different interfaces gystem
architecture of the application will be accordinglgmplicated and expensive. It can be experiertiat the
interaction between reader and middleware offeseditberent vendors has some common characterstdesfthe
variety of forepart protocol and antenna. Thatdssay, it's possible to establish a universal regatetocol
Integration of heterogeneous systems and develdpaferpper level applications will become much meesy if
different reader vendors and middleware vendory @baniversal protocol [6], and the adaptabilityRFID [14]
will be greatly improved. Considering that the catipg performance of various readers may be vat@djeet the
low calculation requirement of low-cost readers ffgdse are controlled only by simple Single Chipcyico, the
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basic characteristic of the universal protocol $thdae lightweight. To make the RFID reader inteigmatuniform
and effective, and meet the low calculation requist of low-cost readers, layered OSGi-based [5, 17]
Reconfigurable [2Lightweight [5, 6] RFID Reader Protocol [6] is pessed here. Taking into consideration the
EPC standard [18, 19, 20] has become a virtuadstanof RFID system due to its rapid expansionneet the
demand of EPC Reader Protocol Standard (RPS) [2]),tBe presented protocol is specified in fourelasy
respectively the Discovery Layer, the Reader Layer,TagLayer and the Notify Layer.

The rest of this paper is well thought-out as folo Section 2 introduces the related literaturevesyr Section 3
analyzes the requirement of reader protocol. Sedtigpresents the formulation for the lightweightiRFeader
protocol. Section 5 describes the results of thpeements. Finally, section 6 concludes the paper.

2. Literature Survey

Numerous venders and organizations have propossedecriteria or protocols to universalize anchdedize the

communication protocol between readers and RFIDdleidare. The most typical one is the Simple Lighghe

RFID Reader Protocol (SLRRP) [6]. SLRRP is enadidReva Company and its cooperation partners. The

fundamentality of the protocol is TCP over IP. Stdfined functions are transported over SLRRP cbehnn

The main benefit of adapting SLRRP is that difféerevaders and middleware systems can be incorpbessily

with efficiency improving and error decreasing. Hawer, SLRRP comes from manufacturer proprietaryogals,

which entails following drawbacks.

v" The reader logical function is defined in hard gagleich makes the system almost impossible to ppamoced.

v The parameters of commands are fixed, and dynamianpeters are not supported, which decrease the
flexibility of the whole system.

v" The physical interface of readers only supports /TERnd the bottom protocol lacks of reliabiligstriction.

EPC Network [10] developed by MIT Auto-ID Centerasot-for-profit global research project. The ER€&work
uses radio frequency in blend with a network systerllow items or products to be identified. EP&ygll [18, 19,
20] is the commercial heir of the Auto-ID Centerglabal business initiative and academic researogrpm with
its roots at MIT, USA. The Auto-ID Center [12] emdigss work in 2003, licensing its research restdtshe newly
born EPCglobal, Inc. EPC Reader Protocol StandaRC(RPS) specifies the interaction between a dedpable
of reading (and possibly writing) tags, and appilaasoftware [7]. These two parties are hereienefd to as the
Reader and the Host. EPC RPS is specified in tHistanct layers, respectively the Reader Layer, Messaging
Layer and the Transport Layer. Taking into consitlen that the EPC standard has become a virtaatatd of
RFID system due to its fast development, EPC RP&lopted as the basis in the paper to describevtiieing
process and function of RFID reader protocol.

3. Requirement Analysis

The main inspiration of a universal reader protosdd make the reader equipment integration umfand effective.
To fulfill this goal, the following principles shédibe obeyed.

1) Lightweight:To meet the low calculation requirement of someal&iof readers particularly those are controlled
only by simple Single Chip Micyoco, the basic cluteastic of the universal protocol should be lighight.

2) Integrality: The reader protocol not only associates with daastnission from reader to the host, it should also
cover the whole data period, which consist of taaaollection, filtration, buffering and transniiss

3) FundamentalityTo meet the requirement of auto recognition, arglenthat readers can be monitored by the
host, the reader protocol should support seversicbfanctions like antenna assign, tag data enygiriag data
filtration, command sending, remote configure dawal (including user configuration data, commun@atspeed,
port, etc.), tag data transmission and etc.

3) TransparencyThe change of forepart protocol should not infleeackend protocol. For example, to support
multiple forepart protocol readers, when differmwepart protocol tags are detected, the commuaoitatle between
host and readers should remain the same.

4) Hardware independencéhis is the core character of a universal proto€ahditional communication protocols
are usually designed by venders according to th&ir reader products, and are closely associatddthit device
hardware structure. This kind of protocols canlm®tompatible with each other. A universal protonakt have the
capacity to be migrated to different standardsaflers.

5) Simplicity: The communication module of an open communicatiatogol can be developed independently by
other venders with public technical documents, Wimieans that it is simple and can be easily impteme
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6) Safety:Many RFID applications have high requirement ofesaf For example, when it is used in personal
identification area, privacy information should peevented from filching. However, RFID readers lisuhave
limited data processing ability. Hence, safety @ctibn method should be effective and simple, wuce the
dependence of memory and performance of CPU (or Métd meet the real-time requirement.

7) Reliability: During the communication between the host and #aeler, long distance data transfer is usually
influenced by external interference, such as ligigtinterference and etc. Therefore, Communicatiatocol should
offer the mechanism of error detection and corntrainprove the reliability.

4, Formulation

In this section, the formulation of the Layered @®&sedReconfigurableLightweight RFID Reader Protocol is
presented. To meet the demand of EPC RPS, thenpedsprotocol is specified in four layers, respetti the
Discovery Layer, the Reader Layer, the Tager and the Notify Layer as shown in Figure 1.

RFID Middlewart

Discovery Layer

Reader Layer Event Generation/Device Management/Tag selection / Antenna

management/Data Selection

Tag Layer Tag ID/Discover Time /Count /Antenna/ Protocol

Data Packing 1} {1 DataParsing
Notify Reader Name/Address/Type/TaglList/ CommandPort/Time/MACAddress/Data Report
L ayer

Figure 1: Framework of the presented protocol.

The upper objects that make use of this protocoldigided into three types, respectively the RFIRidieware or
application, collection nodes and the central @rgystem. This protocol provides the communicatioil control
channel between these objects and readers. Diffex EPC RPS (in which the function of transporting encoded
Reader Protocol commands between Readers and HKoptsformed by the Messaging/Transport Bindingd an
different MTBs provide for different kinds of trgmart), the Messaging Layer and the Transport Layemo longer
designed to be working in pairs. OSGi technology isealization framework and technology of SOA ki,
compared to the traditional realization of SOA. @8&mework [16, 17] is a more dynamic and scalaloimponents
framework. OSGi gives a definition of a standarmtvice-oriented computing environment, and providés an
open, service oriented, easy-to-deploy lightweightnponents Model. Based on OSGi framework, thiskwmrts
forward a reconfigurable RFID middleware servicenponent architecture.

The Discovery Layewused in order to use and control a reader, itwor&taddress or the serial port number on the
host where it is connected first is known by it.nagnic Host Configuration Protocol (DHCP) mode offiguration
eliminates the need for the user to perform netwamkfiguration for the device. This layer providég classes,
SerialDiscoveryListenerService and NetworkDiscol&stenerService, needed to automatically search diod
discover readers using both of these connectioresidd both cases, the service is created, antabjesgistered as
the recipient of discovery events, and the seridcgtarted. Once started, the service runs onwits thread until it
stops automatically (for serial discovery) or iddtdao stop (for network discovery). Here Network&nsery-
ListenerService class is developed along with #2isaoveryListenerService class. Each Alien redadeonfigured,
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by default, to broadcast heartbeat messages eviecdl subnet. These messages are UDP (User Batdgnotocol)
packets containing small XML documents which dettadl reader’s type, name, and contact informafitre class
that performs these listening duties is called Nek®iscoveryListenerService. Once this class igaimsated and
started, it will run in its own thread until it &opped. While running, it listens for reader Hesats on the listener
port (which is specified in the constructor), addlieither the readerAdded() or readerRenewed() odstlof a
registered DiscoveryListener when it detects aeeddart of the heartbeat sent out by the readkcdtes the time
until the next heartbeat is expected. If this tiempires before the next heartbeat is received, theservice assumes
the reader has gone offline and will call the reRéenoved() method.

The Reader Layeconsists of primary classes for communication ketwreaders and the host (RFID middleware or
applications) either over the network or a serialt.p Typically the reader object will be obtainetbrh a
Discoveryltem object, however, if the location lfeit serial port or network address) is known, deeabject can be
instantiated directly without the need of any disy classes.

The Tag Layeris one of the most important layers as tags play & weportant part in the RFID reader and tag
system. For this reason there is a single clasetédwo storing and manipulating tag informatidme fTag class.
Additional classes and an interface are helpfulmfi@naging raw tag data and tag lists within thdiegjions. The
Tag class has the following members, each of whidtcessible through getters and setters in tHe gy ID— a
string representing the tag's IMiscover Time- the time the tag was first seen by the reddsst Seen Time the
time the tag was last seen by the reade@ount— the number of times the reader has read theiniag & was first
seen, Antenna— the (transmit) antenna number where the tag astssken, Protocol — the air protocol used to
acquire the tag's ID.

The Notify Layerconsists of classes work in conjunction with alezaunning in autonomous mode. In autonomous
mode the reader is configured to read tags overoand again without the need for human interactitime reader
can be configured to send messages to listeninicesron the network when specific events occwrhsas a timer
expiring, tags added/removed from the taglist, essful/unsuccessful programming, etc. The notifyssbs
implement such a listening services, constantlytingiand listening for notification messages fropaders, and
converting these messages into Java objects whicthan available to the developed application. Réneclass in
the notify layer is MessageListenerService. This iservice that listens at a specified port fooiming reader
notification messages. A Message object encapsutatellection of metadata about the notificaticessage itself,
and an array of Tag objects extracted from theglagbrtion of the notification message. It consathe following
members, all of which are available through getted setter accessor methoB&eaderName- the name of the
reader, ReaderType- the type of readerPAddress- the IP address of the readdiACAddress- the MAC address
of the reader, if provided;ommandPort- the port number on which to send commands todhder, Time— the
date and time the message was sent StaytTriggerLines- indicates which external inputs triggered thelegdo
start, StopTriggerLines- indicates which external inputs triggered thedezato stop,TagList- an array of Tag
objects extracted from the notification.

5. Results Obtained

In the experiment, one PC is served as the hosnAlulti-Port General Purpose RFID Reader withrfantennas
are used. In the approach | have considered thB Ry@tem (reader, antenna(s), tags, and host camgpdgvice,)
as an “Edge Service Unit” for tracking data. Hene @dge service unit is present consisting onen/REID Reader
8800, four antennas, two tags with Ethernet corvigctThe lightweightOSGi-based ReconfigurabRFID reader
protocol is implemented here in JAVA, the run-tiplatform is service management framework (SMF) Wwhig
Open Services Gateway initiative (OSGi) compliditterefore the run-time environment is supporte@tmpedded
0.S like WINDOWS CE, Embedded LINUX as well as 32MBit O.S environment (SUSE LINUX, WINDOWS
XP/2000). Each layer consists of one or more OS@idtes delivering specific set of services. Thetgeol uses
publish/subscribe Java Message Service (JMS) infictsre. Therefore, the architecture ensures latvigight
dynamic modularity for many applications.

<Alien-RFID-Reader-Auto-Notification>

<ReaderName>Alien Reader</ReaderName>

<ReaderType><Alien RFID Tag Reader (Class 1 / 912MHReaderType>
<IPAddress>10.1.70.13</IPAddress>
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<CommandPort>23</CommandPort>

<MACAddress>00:80:66:10:11:6A</MACAddress>

<Time>2008/08/21 12:49:22</Time>

<Reason>TEST MESSAGE</Reason>

<Alien-RFID-Tag-List>

<TaglD>8000 8004 0000 003B </TagID>

<DiscoveryTime>2003/12/04 15:08:59</DiscoveryTime>

<LastSeenTime>2008/06/04 15:08:59</LastSeenTime>

<Antenna>0</Antenna>

<ReadCount>4</ReadCount>

<Protocol>1</Protocol>

</Alien-RFID-Tag>

<Alien-RFID-Tag>

<TagID>8000 8004 9999 0004</TagID>

<DiscoveryTime>2008/12/04 15:08:59</DiscoveryTime>

<LastSeenTime>2008/12/04 15:08:59</LastSeenTime>

<Antenna>0</Antenna>

<ReadCount>3</ReadCount>

<Protocol>1</Protocol>

</Alien-RFID-Tag-List>

</Alien-RFID-Reader-Auto-Notification>
Alien-RFID-Reader -Auto-Notification TagListsin XML format

Sherminsted > Shartupippbcation [ Java Apphcston] Co|Program Fles) avalje] 6.0, 0 v eos (un 4, 2008 250540 PH)

Reader Addeds

Reader Namse = Ali=n RFID Readera

Reader Type = Alien RFID Tey Resder, Model: ALR=-8800 (Four Antemna / Gen 2 f EN 302 Z0E)
Paader Addcass = 19Z.168.0.4

Reader HACAddress = 00:80;:646:10:50:40

Reader Wersion = 07, 10.30.00

Connection = Hetcwork

Congsand POET - 23

Leanse Time =- 30

Discovery Hethod = Automacic

Feader coRBRECTEd. ... . Alien RFID Tag Reader, Modsl: ALR-EBB00 (Four Antenma / Gen 2 7/ EM 302 2ZDE)
Tortal reader availablel

REader Renewsd:

Resder Noose = Alien BFID Reader2

Feader Type = Allen FFID Teqg Resder, Model: ALR-8800 (Four Antemnna / @en 2 f EN 302 Z09)
Reader Addresas = 152.166.0.4

Peader MACAddress = O0:80:66:10:58:40
Peader Version - 07, 10,.30,.00
Connection = Necwork

Comsand Port - 23

Lease Time =- 3D

Discevery Method = Lucamacic

Total reasder availablel

Heasage Receiwved:
Tag=AB0O ABOO ALAA AEBCD AEBCD EFOD Disc=Thu Jul 06 20:36:21 IST 2000 Lase=Thu Jul 0& 10:36:21 IST 2000 Count=1 Aane=0 Feato=2

Figure 2: Depicting the console results which shows thatqul is lightweight and reconfigurable.

This approach also ensures scalability within tistributed environment where services can be jaréd and
decentralized to reduce single point of failure.thare is no probability of aggregating all datdftc in a particular
repository server in the event processing networkt $s optimized automatically. The ability to glly adapt to
rapidly changing environments proves that the sysite dynamic and flexible. Suppose there is onlg tedge
service unit” connected, then our system will shbat reader available is one and correspondingdtatime and
count number etc. The Figure 2 below shows thealengsults when only one reader is tracking thenedata.
The interoperability comes from the use of XML kasehich is shown below interactions that facilitate
implementations in different languages, runningldferent platforms and over multiple transports.

6. Conclusion

To make the RFID reader integration uniform aneeff’e and meet the low calculation requirementowf-cost
readers, A Layered OSGi-basBdconfigurabld.ightweight RFID Reader Protocol is presented is ffaper. This
protocol can be applied on the RFID middlewareppliaation, the collection nodes and the centralticn system,
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and can be easily deployed and expanded. The expariconsole result shows that the protocol cant riee
requirement of lightweight, integrity, fundamentglitransparency, hardware independence, simpliséfety and
reliability. Bearing in mind that the EPC stand&as become a virtual standard of RFID system duits trapid
development, to meet the demand of EPC Reader ddtoftandard (RPS), the presented reader protacol i
specified in four layers, respectively the Discgveayer, the Reader Layer, the Tag Layer and théfyNbayer.
Varying from EPCRPS, in which different Messaginmgfisport Bindings provide for different kinds o&nsport,
the Messaging Layer and the Transport Layer aremger designed to be working in pairs. This regatetocol in
the framework makes the reader integration unifana effective.
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